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OUTLINE

@ Elements of Inter-procedural Analysis
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FORMAL SEMANTICS FOR PROCEDURE CALL

Stack Stacks 2 [(CP x P x (DV-»D U RV+ L)1 55

Memory Mem £ Stacks x Heaps > m
Configurations Config £ CP x (MemU {merr}) 3 C

—
Yvi € vin .(S,H) F v; ~ ¢i # merr
(e, (s, H)) + V:P(\FL, vou%) > (startp, (push(S,L+ 1,P,v,vout, c_f, 1vP),H))

tOp(S) = (evP»V)---) (S»H)(V,) =cC
(¢/,(s,H)) F return v’ ~ (&, (pop(8),H)[v « c])

Another source of infinity is the unbounded stack that usually stores
locations in the heap. J
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INTER-PROCEDURAL ANALYSES

Compute an abstraction of the relation between the input and output
configurations of a procedure, 7.e. the procedure summary or contract.

Context sensitive: the summary depends on an abstraction of the
calling stack

“If p s called before q, it returns 0, otherwise 1.”
— insight on the full program behaviour, expressive

— analysis done for each call point

Context insensitive: the summary is independent of the calling stack

“If p s called it returns 0 or 1.”
— insight on the procedure behaviour, but less precise

— analysis done independently of callers
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CONTEXT-SENSITIVE APPROACHES

Main steps:

Case 1: Compute summary information for each procedure
. at each calling point with “equivalent stack” runs

Case 2: Use summary information at procedure calls...
.. if the abstraction of reaching stack fits the already
computed ones
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CONTEXT-SENSITIVE APPROACHES

Main steps:

Case 1: Compute summary information for each procedure
. at each calling point with “equivalent stack” runs

Case 2: Use summary information at procedure calls...
.. if the abstraction of reaching stack fits the already
computed ones

Classic approaches for summary computation:

@ Functional approach: [Sharir&Pnueli,81],[Knoop&Steffen,92]
Summary is a function mapping abstract input to abstract output

@ Relational approach: [Cousot&Cousot,77]
Summary is a relation between input and output

o Call string approach: [Sharir&Pnueli,81], [Khedker&Karkare,08]
Maps string abstractions of the call stack to abstract configs.
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FuNncTiONAL CONTEXT-SENSITIVE

Compute a function summaryp : CP+ (Ag — Ann) mapping
each control point of the procedure q € CP to a

function which associates every (Go, Wy) abstract heap reachable at
startp to the abstract heap (G4, W) reachable at g.

int length(list* 1) { q ‘ (Go, Wo) ‘ (Gq, W)
1: int len = 0; 2 1=K 1=K
2: if (1 == NULL) 1st(,X) | 1s™ (|, X)
3: len=0;
4: else { 8 1=K $ret=0N1=K
5: len=1+length(l->next); 1sT (L, X) | $ret > 1A1sH (|, X)
6: }
7: return len;
8: }
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INTER-PROCEDURAL ANALYSIS WITH HEAP

The local heap of a procedure may be accessed from the stack
bypassing the actual parameters.

sp

Bad Consequence
Context sensitive analyses shall track also these interferences!
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PARTICULAR CASE OF PROGRAMS

Observation

In a large class of programs with procedure calls, the local heap is
reachable from the stack by passing through the actual parameters.

sp

Consequence

For this class, the computation of summaries is compositional.
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CuT-POINT FREE PROGRAMS

[Rinetzky et al,05]

sp %ﬁie

A call is cut point free if all local heap cut nodes are reachable from
the stack through the procedure parameters. A cut point free program
has only cut point free procedure calls.
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ABSTRACTION OF SUMMARIES

Let V be the set of formal parameters and local variables.

Definition
A concrete inter-procedural configurations is a pair of heap
configurations (H°, Hq) where:
@ H is the local heap at startp over a new vocabulary V°
— similar to old notation in JML

@ H is the heap at the control point q of the procedure over
VU {$ret}

A concrete procedure summary is the set {(H°, Hendp ) -
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OUTLINE

e Application: Programs with Lists, Data, and Procedures
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APPLICATION

Programs with Lists and Data

— Inter-procedural Analysis —
joint work with A. Bouajjani, C. Dragoi, C. Enea

PLDI'11
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

split w.r.t. pivot p -

| [—=[p]— |
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

left=quicksort(left)
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

1
!  equal
," multisets

left=quicksort(left)

110/ 149



RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

1
left=quicksort(left) equal equal |

multisets multisets 'b

right=quicksort(right)

- —

110/ 149



RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

split o i “""-..._._
- s p v >p S
| jo—=[p | |
| 1
icksort(left I equal equal ! : .
u (eft ‘,multisets multisetsI quicksort(right)
v
L4
. soricilll o | soriciiy
S, i -
t "\.‘\ 1 ""
concal " v v
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RUNNING EXAMPLE: QUICKSORT ON LisTs (wiTH COPY)

equal equal quicksort(right)

 —
4
E‘.
o]
B
B
E.
E'
B
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REPRESENTING SUMMARIES IN Apgs

o

B—>4—29—>7—3 initial configuration

E]l\TULL
4—>9—>7 —>3—>

left 4‘_’371
right @ —> 7 6

pivot

current configuration

a((HOH)) £ (G2+G, WP AW)
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ANALYSING QUICKSORT: AY DOMAIN

HO?O?O%»O\@ — wc\'@ widening qu

N, A OO0, B

Teft = left R.
- P rmht P right — [ =1
=1 =1
unfald
left k

right

len(x®)=1+len(p)+en(left)}+en(right}

=
-

A 7& ;ﬂ?&!& len(left) = 1 len(right) = 1
- P cight P right Vi left = left[i] = p[0]

vieright= right[i] > p[0]
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ANALYSING QUICKSORT: A DomAIN

x"%
o=

l unfold
HO?O?O%»O\@ — wc\'@ widening qu

N ?&R. Q20— B

1ef: =5 left _
£z Ece m— 4 TN
=1 =1
unfald

left P right

x
—
20" w8

B cight P right

ms(left) + ms(p) + ms(left) = ms(x?)
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)

Sp__ > _

— left | p Pt right
I
! equal

sorted ¥ multisets
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)

=p > _
(i |e[p )] g |
E equal

sorted ¥ multisets
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)
=p >p
" R Y o B
E equal
sorted ¥ multisets

equal
sorted(l) A =p() Am“i‘tiscts(., 2)

Il
v

sorted(@) A <p(.) A <p(®)
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QUICKSORT: LOSs OF PRECISION

left = quicksort(left)
B L .

! equal
sorted t multisets

strenghten(sorted(® A <p(0) , emal (g 1))

Il
v

sorted(@ A <p(.) A<p(®)
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STRENGTHEN PROCEDURE

—_
yv'EAy —< } YW ERy

1. unfold a bounded length prefix of n and m

1] 1 23...
Q00—
unfold (W) — ¢ ;| 75 "> unfold (yW)
fixpoint 00—
computation
2. intersect the constraints on the prefixes

[1] 1 23...
| N
unfold () A @ —< i "> unfold (y*)

3. fold the prefixes and co]lect the information using universal formulas
23,

fold w.r.t. patterns in 2, —<: :>— fold
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STRENGTHEN PROCEDURE: EXAMPLE

. I
Vy.y €n=d(y) =< d(p) —< } ms(n) = ms(m)
I

1. unfold a bounded length prefix of n and m

123...

0
. [q] ms(n’) + ms(q) =
d(q)' < d(p) —< 0 123... >— ms(m’) + ms(r)
Vy.y €n’= d(y) <d(p) 5 S
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STRENGTHEN PROCEDURE: EXAMPLE

-
]
w

0 ...
aQ) <dp) 7 @ x, )+ ms(q) =
Vy.y €n’=d(y) <d(p) é ms(m’) + ms(r)
2. intersect the 0 123... )\)
. 1
constraints on
é 123

the pI‘Efi.XES ms(r) Sms(n’) Wy y =n' = d(y) =d(p)

d(r) = dip)

[=]= [E]=
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STRENGTHEN PROCEDURE: EXAMPLE

0 123...

' | (n") + ms(q) =
d(q) =d < E ms(n’) + ms(q)
Vy. Ecrl‘1j'=<>d(p) <d(p, h ms(m’) + ms(r)
vy (y) = d(p) 3 | I

——

2. intersect the 0 123... 0 123...
. Qo ] 1) I —
constraints on 0 123 0 1323 .
: I S
thepref]_xes E E E
l l ms(r) =ms(q) d(qg) < d(p)
D 123..] 0 123..°
1 1 d(r) = d(p)
0D 123... 0 123...
I I U—
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STRENGTHEN PROCEDURE: EXAMPLE

0 123...

: 1 | —— (n") + ms(q) =
d(q) =d - < E ms(n’) + ms(q
y. E((:rl'{}':bd(p) =d(p; h ms(m’) + ms(r)
vy (y) = d(p) 3 | I

2. intersect the 0 123... 0 123...
. Qo ] 1 N
constraints on 0 123 0 1323 .
. I S
thepref]_xes E E E
l l ms(r) =ms(q) d{g) < dip)
0 123..) 0 123..]
@ _o ] @] d(r) = d(p)
0 123... 0D 123...
I I
1 I
0 123...
G
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EXPERIMENTAL RESULTS

class Sfun nesting Ay Ay Examples of summaries synthesized
(loop,rec) ts) | P t(s)
create 0,-) <1 | P_.P <1
addfst - <1l | P <1
sl addlst 0,1) <1 | P <1 | pli(create(&x,0)): hd(x) =0Alen(x)=/AVy€ tl(x) = x[y] =0
delfst - <1l | P <1
dellst (0,1) <1 | P <1
init(v) (0,1) <1 | P_,P <1 [ pli(init(v,x)): len(x?) =1len(x) Ahd(x) = vAVy € t1(x). x| = v
map | initSeq (0,1) <1 | PP <1 | pli(add(v,x)): len(x’) =1len(x) Ahd(x) =hd(x) +vA
add(v) (0,1) <1 | P <1 Wy € t1(x),2 € t1(x°). y1 =y2 = x[yi] = 2] +v
map2 | add(v) 0,1) <1 | P <1 | pli(add(v,x,z)): len(x") = len(x) Alen(?) = len(z) Aeq(x,x")A
copy 0,1) <1 | P <1 Vyr € t1(x),y2 € t1(z). yi = y2 = x[y1] +v=2z[y1]
delPred (0,1) <l | P-.P <1 | pfy(split(v,x,&l,&u)) : ms(x) =ms(x") = ms(/) Unms (u)
fold | max 0,1) <l | P_,P <1 | pl(split(v,x, &I, &u)) : equal(x,x") Alen(x) = len(l) +len(u)A
clone 0,1) <1 | P <1 1[0] <vAVy e tl(l) = I[y] <vA
split (0,1) <1 | PP <1 u[0] > vAYYy € t1(u) = uly] > v
equal 0,1) <1 | P <1 | pfy(merge(x,z,&r)): ms(x)Ums(z) = ms(r) Ams(x¥) =ms(x) A...
fold2 | concat 0,1) <1 | PL,P,Py <3 | pl(merge(x,z,&r)): equal(x,x°) Aequal(z,2°) Asorted(x°) A sorted(2°) A
merge (0,1) <l | P_,P,P, <3 sorted(r) A len(x) + len(z) = len(r)
bubble (1,-) <1 | P-,P,P, <3
sort | insert (1,-) <1 | P_,P,P, <3 | ply(quicksort(x)): ms(x) =ms(x") =ms(res)
quick 57,2; <2 | P_,P,P, <4 | pl(quicksort(x)): equal(x,x) Asorted(res)
merge -2 <2 | P.,P,P» <4
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OUTLINE

e Extenston: Programs with Complex Data Structures
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APPLICATION

Reasoning about Composite Data Structures

— using a FO Logic Framework —
joint work with A. Bouajjani, C. Dragoi, C. Enea

CONCUR’09
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PROPERTIES OF COMPLEX DATA STRUCTURES

struct a_ty {

iat 14; s e s [l = o0 |
d1l_ty* head; 0] s ::: ﬂ:: .'r::tv — I
1i-$‘¥ dil_ty
struct dll.ty { [F— —
bool flag; root ﬂ::: .' oot flag:
a_ty* root; s \’ p I "
dll_ty* next, *prev; 2 - Ly X
N1 T~
aty arr[N]; T aty

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list”

Sizes: “the array is sorted in decreasing order w.r.t. the lengths of lists
stored”

Data: "“the array is sorted w.r.t. the values of the field id"
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ReEcALL: HEAP GRAPH MODEL

Heaps are represented as labeled directed graphs called heap graphs
struct a_ty {
int id;
dll_ty* head;

struct dll.ty {
bool flag;
a_ty* root;
dll_ty* next, *prev;

aty arr[N];

Q.

. . oot %
The graph is deterministic &
flag:1 flag:1
The array fields create ext
acyclic distinct paths prev.  pre
roo root

flag:0 flag:1
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A VERY EXPRESSIVE LocIc

e assume [ the data domain where data fields take values

e assume FO(ID, @, P) a first order logic on ID, with operations in @ and
predicates in P

gCSL is a multi-sorted first order logic on graphs parametrized by FO(ID, O, )

arithmetical

gCSL = FO + reachability + constraints

+ FO(D,Q,P)
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REACHABILITY PREDICATES
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REACHABILITY PREDICATES
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REACHABILITY PREDICATES
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DaATA CONSTRAINTS

id(x) =13
Je.id(x)+id(y) +¢c > 9
X Afghhl, yAl=3Av —>{g}’!’ w

I"<Inl+1>4
xMy link(z) = x
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PROPERTIES OF COMPLEX DATA STRUCTURES IN GCSL

L
o — R ER<
B[~ T iy

I
a
=
[l

e
M- EE /]
i§
\J
[
3
il

v+
—

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list"

¥i Ax,y. x = head(a[i]) A x {nextprov}
Sizes: "the array is sorted w.r.t. the lengths of lists stored”
Vj.j' j<j = 3x,x',I.I'. (x =head(alj]) A x = head(a[j'])A
PRLLIER | PN LI S N )
Data: “the array is sorted w.r.t. the values of the field id"
Vi, j. i < j=1d(a[i]) < id(a[j])
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SATISFIABILITY PROBLEM FOR GCSL

The satisfiability problem of gCSL is undecidable

@ when data are restricted to finite domains (such as booleans), the logic
subsumes the first-order logic on graphs with reachability

@ when the models are restricted to simple structures, like sequences or arrays,
for very simple data logics such as (N, =), the fragment ¥*3* is undecidable
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An ordered partition over RT is a mapping o : RT — {1,..., N}
e atype R e RT is of level k iff o(R) = k

level 2
(a-@'th

(EFIN

evel 1
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CSL FRAGMENT

An ordered partition over RT is a mapping o : RT — {1,... N}
o atype R € RT is of level k iff o(R) = k

level 2
Aﬁt&

R

evel 1

For1 <k <|o|,
CSL is the smallest set of formulas closed under disjunction and conjunction, which
contains all the closed formulas of the form:

¥

* * \ gk * gk [T I
H<k Vi Hik—l Vk—1 - 31 Vi {Hd.?’d} ]

@ is a quantifier-free formula in gCSL
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CSL FRAGMENT

For1 <k <|o|,
CSL is the smallest set of formulas closed under disjunction and conjunction, which

contains all the closed formulas of the form:
e Vi Tt Vit o TV (T Vel 4
¢ is a quantifier-free formula in gCSL such that:

A,ind . . .
@ REACH: for any x ——— x’/, x and x’ are free or existential variables

@ UnivIDX: two universal index variables can be used only in j < j’ or j = j/
YES Vj,j'.j <j = data(a[j]) < data(a[j’])

NO V¥j,j.j+1=j = data(a]j]) < data(a[j"])

@ LEV: atomic constraints on lengths of lists and array indexes involve only one level

{f}.h Az {f+.l2 AL >ANL >0

YES 3x,x', h3z, 2" h. x

{f}.h Az {f}+.b ZAb4+b>0

NO 3x,x’, hdz,z' h. x
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CSL SPECIFICATIONS

level 2

Structure: “the array contains in each cell a reference to an acyclic doubly
linked list”
. - t,prev
¥i 3x,y. x = head(a[i]) A x next.prev}
Sizes: "the array is sorted w.r.t. the lengths of lists stored”

Vj.j'.j < j = 3x.x",1,I'. (x = head(a[j]) A x' = head(a[j'])A
PRRLLLI SR LI L L )
Data: “the array is sorted w.r.t. the values of the field id"

Vij.i < j = id(a[i]) < id(a[j])
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SATISFIABILITY OF CSL FORMULAS

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(ID, O, P) is decidable

Let
Sak — Hgkr \v(:p Hgk_lrf ‘V(:_lpf 3* o f* f.l' {Hd d}*. Gl)

@ compute g,_; equi-satisfiable to ¢y such that
(Pkfl — H*Sk_lz ‘V(;_lw . HIZJ’ VTW’ {Hd,‘vrd}*. (l-ﬁl
until it ends up with a formula over variables of level 1
e=31x iy {3q,%a}". "

@ reduce the satisfiability of ¢ to the satisfiability of a formula in FO(D, Q, P)
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SATISFIABILITY OF CSL FORMULAS

The satisfiability of CSL is decidable if the satisfiability of the underlying first
order logic FO(D, 0, P) is decidable

Let
¢ =Fx Ty {344} ¢"

@ compute the set of small models for the reachability and size constraints

@ for each small model, build a FO(D, 0, P) formula v

If one of v is satisfiable then ¢ is satisfiable.
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COMPUTING SMALL MODELS

cp:ﬂx,q,z.xﬂ»q/\xﬁz N q#z

e f % @ f a@ 3 f a @ f ae
@ ¢ has two small models of size three

.f.f..f.f.

135/ 149



COMPUTING SMALL MODELS

©=3x,q,z Hfl,fg.x&q/\x@z N q+#z
Ah+kL>8

——pr——>u —a——>2

h+l=hANh+h=>8
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COMPUTING SMALL MODELS

v =13x,q,z Uy hox M g A B g2y
Ah+hL>8

e minimal solutions (h,h, /) for h +1=hAh+h>38

M = {(1:71 6)1 (2:654)1 (3?5? 2)}

e small models for

)
f —f aof ~f —f f®
I, ) I
| |

2 2
;f af;f ;f ;f ;f;fa ;f ;f;f af ;f@
I [ I [
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CHECKING DATA CONSTRAINTS (1/4)

v =73x,q,z 3, b x {f}h qAx fhh, , A q+#z
A+5hL>8
Ng(x)=0Ag(q) =2

f
Ay, Y (v Ly = g(y) < g(v")
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CHECKING DATA CONSTRAINTS (2/4)

Afdh {f}.h

p=3x,q,z A, h. x ——gAhXx—>
Ah+hk >8
Ng(x)=0ng(q) =2
f
Ay, (v Py = g(y) < g(y))

2z ANg#z
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CHECKING DATA CONSTRAINTS (2/4)

¢ =3x,q,z I, b. x {f}h qAx bk, , A qg#z
AN +h>8
Ng(x)=0Ag(q) =2
{f}

Ay, (y =5y = g(y) < g(y"))

1

f o f of of o f
O UL @6
I |
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CHECKING DATA CONSTRAINTS (2/4)

Afbh Afhh

p=3x,q,z 3h.h. x——=gAx—"=z N g#z
AL+ k=8
Ag(x)=0Ag(q) =2

f
Ay, (v Sy = g(y) < g(y)

9G ¢ _§9% _¢
WX
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CHECKING DATA CONSTRAINTS (3/4)

tfhh {f}.h

¢ =73x,q,z I, h. x zZANqg#z
ANy +h=>8

ANg(x)=0Ag(q) =2

g x

f
Ay, Y. (v 2y = g(y) < g(y)
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CHECKING DATA CONSTRAINTS (3/4)

¢ =3x,q,z Hll,fg.xﬂpq/\xM»z ANqiz
ANy +5h>8
Ng(x)=0Ag(q) =2

f
Ay (y 2y = gly) < g(v))

Yy = 3Je1, @, 3, ¢, Cs, Cs, Co. C7- /\,-# G # ¢
true A true A true A true
A= oA C3 = 2

A Nicici<r G <G
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CHECKING DATA CONSTRAINTS (4/4)

cp—ﬂxqzﬂfl,lgx{}h UL

AL+h>8
N g(x)=0Ang(q) =2
f
Ay (v Ly = gly) < g(v)

—T=z ANg#z

g:g 9:1f g:2f g:4f 9:6f g:?f g:8

Y1 =3c1, 0, C3,€4,C5,65,C6, 1. N1y G # G
true N true A true A true
AN = 0 C3 = 2

A Nicici<rG <G
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DEcISION PROCEDURE: SUMMARY

@ choose a small model for the reachability and size constraints;
if there are no models then ¢ is unsatisfiable

@ build a FO(D, O, P) formula v for the selected small model
@ check the satisfiability of

The complexity of the reduction procedure is NPMOLP \when the number of
universally quantified variables is fixed.
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CSL AND PROGRAM VERIFICATION

If the satisfiability of the underlying first order logic FO(ID, O, P) is decidable, then
the satisfiability of CSL is decidable

For any basic statement S and any CSL formula p, we can compute in polynomial
time a formufa post(S, ) describing the strongest post-condition of @ by S.
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OUTLINE

© Extension: Programs with Inductive Data Structures
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

Observation

The limits of specifying complex heap shapes in SL are given by the
class of inductive predicates allowed.

However, the classical data structures may be specified.
Exercise: Specify the shape of the following data structures:

@ Binary trees
@ Doubly linked lists segments

@ Tree with linked leaves
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

Observation

The limits of specifying complex heap shapes in SL are given by the
class of inductive predicates allowed.

However, the classical data structures may be specified.
Exercise: Specify the shape of the following data structures:

d11(E,L,P,F) £ (E:FAL:PAemp)\/(E;éF/\L;EP/\ (1)
3X. E = {(nxt, X), (prv,P)} * d11(X,L,E,F) )
btree(E) £ (E=KAemp)V (E£KA (2)
IX,Y. E — {(1son, X), (rson, Y)} * btree(X) * btree(Y))

[I>

t11(R,P, E, F) (R=EAR~ {(1son,X), (rson,X), (parent, P), (nxt, F)}) V 3)

(R #EANA3IXY,Z. R+ {(1son,X), (rson,Y), (parent, P), (nxt, Z)}*
t11(X,R,E,Z) * t11(Y,R,Z,F))
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SEPARATION LoGIic FOR COMPLEX DATA STRUCTURES

The fragment allowing these specifications has good theoretical
properties:

@ decidability of satisfiability [Brotherston et al, 14]
— by reduction boolean equations

@ decidability of the entailment [losif et al, 13]
— by reduction to MSO on graphs with bounded width
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SEPARATION LOGIC SOLVERS

Recently, efficient dedicated solvers have been released, e.g.:

o Asterix [Perez&Rybalchenko,11]
@ Cyclist-SL and SAT-SL [Gorogiannis et al,12]
e SLEEK [Chin et al, 10]
e SLIDE [losif et al, 14]
e SPEN [Enea,Lengal,S.,Vojnar, 14]

Follow them on SL-COMP competition:
@ 6 solvers involved (freely available on StarExec)
@ more than 600 benchmarks

www.liafa.univ-paris-diderot.fr/slcomp
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www.liafa.univ-paris-diderot.fr/slcomp

EXTENSIONS OF SEPARATION LoOGIC

@ Introducing content and size constraints [Chin et al, 10],[S. et al, 15]

@ Adding pre-field separation to express overlaid data structures
[Yang et al,11],[Enea et al, 13]

nllg(h, X, X) ® 1ss(dl, X) A B(0) = 5(0)
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CONCLUSION OF THE PART

@ Shape analysis benefits from Separation Logic compositional
reasoning.

@ Shape analysis may be extended to content and size analysis.
o Efficiency is obtained using sound syntax-oriented procedures.

@ Sound procedures for undecidable logic fragments may be
obtained by applying static analysis.
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