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UPPAAL
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UPPAAL SMC
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[ Editor ~Simulater- Verifier |
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-| Performance properties o Sl
ross _ ross
I — - . {ﬂj (1 + 1): N*N O , X<=5 I
Train(s) D
appr[0]: Train(D) --> Gate Pr < 200 (<> Tral n (5) . C rOSS) x=0” I
J—— T @ T N==7 |
w=0
. |
Pr[ <= 100 (<> Train(0).Cross) >= 0.8 wr |
x<= 15
{ Next ) [ Reset u I
smasontce | PT[ <= 100 [(<> Train(5).Cross) >= S A |
appr[3]: Train(3) --> Gate Pr <: 100 (<> Tral n (1) . CrOSS) Stop |
(Safe, Stop, Safe, Appr, Stop, Start, Swopprmg = T Tra|n|3- . —_— el (3) I
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Overview

= Stochastic Semantics of Networks of Timed
Automata

= Statistical Model Checking in UPPAAL

= Estimation

= Sequential Hypothesis Testing

= Sequential Probability Comparison

= Parameterized Probability Comparison

= SMC of Hybrid Automata
= Case Studies & Demo

VTSA Summer School, 2013. Kim Larsen [4] u a




Stochastic Semantics of TA

Exponential Distribution

Uniform Distribution

X>=3
leavel[id]!
f Cross
sate ©< )(<r25 -
apprlid]l
x=0
>=7
X:
Appr Start
x<=20 x<= 15 -

Composition =

Input enabled Stop Repeated races between components
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Runs: 147556 in total, 110938 displayed, 36618 remaining. 1
Probability sums: 0,751837 displayed, 0.248163 remaining. -
Mean: 1.22004. 2

& PriC<=6](<> T.T3)?
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203 // = cumulative
i /// E mean
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Runs: 147556 in total, 110502 displ .
Probability sums: 0750915 displayef'= oo
Mean; 3,.34245,




Assumptions:
Component TAs are:

A
o L | ut enabled
al * Deterministic
X<=1 * Disjoint set of output actions
BO ,,  B1
©——0O 7(S,a;a,....a,):
y<=2 the set of maximal runs from s with a prefix

0O » T1 o T3

C'==4

tia; t,a, ... t, a,
for some t,,...,t, € R.

C'==2

]PA(?T(S? ajas ... an)) =

/ s, (1) - (Hf ps,(T)d7) - e e(ar) - Pa(m(sh)®, as...ay)) dt
>0 izeJT>t

where ¢ = ¢(ay), and as base case we take Py(7(s),c) = 1.
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Queries in UPPAAL SMC

| 4

Pﬁ;’[ <= 200](<> Train(S).CrOSS) Message

| M, MO Pr| <= 200]{<> Train(5).Cross)

Probability Clopper-Pearson Cls

0.020
0.018
0.016
0.014

EU‘DIE

=0.010

=

m
£0.008
“0.006
0.004

0.002
|:| HTHEAUM - o -

10 20 30 40 S50 &0 7O B0 90 100 110 120 130
run duration in time

Parameters: a=0.01, £=0.01, bucket width=0.587972, bucket count=200.
Runs: 26492 in total, 206492 displayed, 0 remaining.

ProbiE Bopnmanschbelisgflkged, 0 remaining. Kim Larsen [9]
Average: 40.843.

(44.1056; 0.00997358)
(44.1056; 0.00704134)
(40.843; 0.0)

[ ] upper limit
B lower limit
= average oK )




‘Bl Pr[ <= 100](<> Train(0).Cross) >= 0.8

R
( Drag out ) : ( Drag out ) :
. Gate.list[0] = 5 5
Enabled Transitions .
Gate.list{1] = 1 (1+0):N .
Train(5) Gate.list[2] = 4 {149 runs} H1:

appr[0]: Train(0) --> Gate Gate.list[3] = 3 apg
Gate.list[4] = 2 X=
Gate.list[S] = 0

Gate.list[fg] = 0

Gate.len = 5 Ap|
Train(0).x »= 23 xc)
Train(1).x € [13,60]

( NEXt ) ( RESEt ) Traini2} ~[n 1c]

Pri<> ...) <= 0.79
with confidence 0.99.

Pr[ <= 100](<> Train(0).Cross) >= 0.5

==

stop[tail(]: Gate --> Train(3) .| Train(3).x - Train(5).x e |,
Train(4).x - Train(0).x </ 5
iSafe, Stop, Safe, Stop, Stop, Start, Occ) Train(1).x - Train(4).x e (1+2)

. . N
. Train{4).x - Train{5).x €
appr[2]: Train(2) --> Gate
ppri2] Train(5).x - Train(0).x <: EFJF; -
=

(Safe, Stop, Appr, Stop, Stop, Start, Stopping

stop(tail(]: Gate --> Train(2)

(Safe, Stop, 5top, Stop, Stop, Start, Occ) App

apprl3T TS === GaE Train(l).x <= Train0).x
. Train(1).x - Train(5).x € :
Train(2)
iSafe, Stop, Safe, Appr, Stop, Start, Stopping Train(2).x - Train(3).x < ( m

(651 runs) HO:

Pri<> ...) >= 0.51
with confidence 0.99.
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Trace File:
( Prev ) (" Next ) [ Replay ) w
( Open ) l: Save ) C Random ) Stop Stop
— Train(4) Train(5)
5|I I th H==3 X=>=3 4
ow as Cafe A |Ea\"e 41" Crmcc Cafn A |Ea\"e[5]l' Crmece

_UUUU



- = FI| AU = =
—_ — L T
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[ ] comparison

12 24 36 48 60 72 84
time
value 0.0 means less-than is true.
value 0.5 means probabilities are indistuinguishable.
value 1.0 means greater-than is true.

=
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o] T ONINUETICE IMIETVdIS

» [ wilson Score Intervals
» [ Wald Confidence Intervals
» [0 Frequency Histogram

¥ [ Pr{ <= 100](<> Train(4).Cross)

¥ @3 Jul 16, 2011 11:09:38 AM
» [ Probability Density Dist]
» [ Probability Density £-Ci
» [ Probability Density Clog
» (L1 Probability Distribution
» [ Probability e-Confidenc
» [ Probability Clopper-Pe;
¥ [ Cumulative Probability |
@ cumulative
| average

» [ e-Confidence Intervals
» [ Clopper-Pearson Confil
» [ Wilson Score Intervals
» [ wald Confidence Interv:
» [ Frequency Histogram

¥ [ Pr{ <= 100](<> Train(5).Cros

v ﬁjul 16, 2011 11:09:38 AN

» (L1 Probability Density Dist
» (L1 Probability Density £-Cf
» (11 Probability Density Clog
» [ Probability Distribution
» (L1 Probability e-Confidenc
» [ Probability Clopper-Pe;

| average
» [ e-Confidence Intervals
» [ Clopper-Pearson Confi
» [ wilson Score Intervals
» [ Wald Confidence Interv
» [ Frequency Histogram
» [ Pr[ <= 100)(<> Train(0).Cros
» [ Pr[ <= 100](<> Train(1).Cros

— —
» [ e-Confidence Intervals
» [ Clopper-Pearson Confid|
» [ Wilson Score Intervals

» [ Clopper-Pearson Confidence Intervals

chqoé 2013

Data set: cumulative

Draw: Color: [ Shape: [E Stroke: [— H Area: [ H
AT -
Cumulative Probability Distribution I
1.00] e

» [ wilson Score Intervals
» [ Wald Confidence Intervals
» [ Frequency Histogram

¥ [ Pr[ <= 100](<> Train(4).Cross)
v ﬁjul 16, 2011 11:09:38 AM

¥ [ Probability Density Distribution
m density
| average
» [ Probability Density e-Confidence Intervals
» [ Probability Density Clopper-Pearson Cls
» [ Probability Distribution
» B Probability e-Confidence Intervals
» [ Probability Clopper-Pearson Cls
¥ [ Cumulative Probability Distribution
| cumulative
| average
» [ e-Confidence Intervals
» [ Clopper-Pearson Confidence Intervals
» [ wilson Score Intervals
» [ Wald Confidence Intervals
» [ Frequency Histogram

¥ (@ Cumulative Probability ¥ &3 Pr[ <= 100](<> Train(5).Cross)
ive ¥ @@ Jul 16, 2011 11:09:38 AM

¥ [ Probability Density Distribution

W de
| average
» [ Probability Density e-Confidence Intervals
» [ Probability Density Clopper-Pearson Cls
» [ Probability Distribution
» [ Probability e-Confidence Intervals
¥ [ Probability Clopper-Pearson Cls
| upper limit
' lower limit
|1 average
¥ [ Cumulative Probability Distribution
| cumulative

£-Confidence Intervals

g Data set: density
Draw:  Color: [ Shape: [E Stroke: [ H Area: [ Bars H
a-v
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19 Pr{<=20](<>(time>=12 && Ball.p>4) (= E s |

Cumulative Probability Distribution

0.15 Player 1
0.14

o
012 Message \ -

0.09
Zo.08 @ (738 runs) Pr(<> ...) in [0.100407,0.200407]

20,07 - cumulative i )
S0.06 E average with confidence 0.95.

OK

12.22 12.44 12.66 12.88
run duration in time X=O
Runs: 738 in total, 111 displayed, 627 remaining. .
Probability sums: 0.150407 displayed, 0.849593 remaining. h |t|
Minimum, maximum, aver, 112, 13.1466, 12.1804.
S

9.9

X<=3

9.0

21

:jz simulate 1 [<=20]{Ball1.p, Ball2.p}

5.4

Eeall.p
45 E gallz,

value

3.6

27

Pri<=20](<>(time>=12 && Ball.p>4))

0.9

0 WV VY VWNTreeey |
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time




Stochastic Hybrid Systems

.......

simulate 1 [<—100]{Temp(O)T Temp(])T}

e ~ ..
simulate 10 [<=100){Temp(0).T, Temp(1).T} """
= = — >—) @

Pr[<—100](<> Temp(]) T<=5 and t|me>30) >= 0. 2

Pr[<—100](<> Temp(O) T >— 10) M. b

runzs) Pri<> ... in

JI J\K\V\N )

. l L"&.I%..__

a 7 1 28 35 42 t_49 ] 63 70 77
VTSA Summer School, 201 3. KIm Larsen [10]



Stochastic Hybrid Systems

UPPAAL SMC

Uniform distributions (bounded delay)
Exponential distributions (unbounded delay)
Syntax for discrete probabilistic choice
Distribution on next state by use of random
Hybrid flow by use of ODEs ]|
+ usual stuff (structured variables, user-defined types

user-defined functions, ....)

| Networks
Repeated races between components for outputtmg

merw  yrvw e e I

I} 3_3 E_E ‘:'I_‘EI 'I3.2 'IE- 5 19.8
time

VTSA Summer School, 2013. Kim Larsen [17] u a







Task Scheduling  utitization of cpu

P(i), UNI[E(i), L(i)], .. : period or

earliest/latest arrival or .. for T,
C(i), UNI[BC(i),WC(i)] : execution time for T,
D(i): deadline for T;

ready

done Scheduler

-]
N

/ 4|13

stop J
run
. . {T4,T1,T3}ready
T, is running ordered according to some

given priority:
(e.g. Fixed Priority, Earliest Deadline,..)

VTSA Summer School, 2013. Kim Larsen [19] u e a




ldle {—| [iq) &&

'==0

t>=E[id]
ready[id]!
t=0
ready | Ryady t>DJid]
LS| done  Scheduler doneld] 3 \

ax>=BC]Jid]

r=0
liil.‘____,— run[id]?

ax=0
stop
T, run t>Did] Engor
run[id]?
t>Dl[id]

ax'==




Free

f O~—

Sid t e:id_t
len> 0 - Id_ N e == front()

T ready run[front()]! :_la 5;[9!3'(8) done[e]?

M done Scheduler queu dequeue()
. E4 1|3
- run[front()]!

stop
Tn run \_ J
e:id t
ready[e]? run[front()]!

enqueue(e)




Free
r .

. e:id t
len>0 - 'éj—t 5 e == front()
run[front()]! ready|eJ: donele]?

enqueue(e) dequeus()
run[front()]!
/
e:id_t Occ
ready[e]?
enqueue(e) run[front()]!

A7 Put an slement at the end of the gusues

void enqueue(id £ element)
{
int tmp=0;
list[len++] = elewment;
if [(lenz0)
{
int i=len—1;
while [i>l && P[list[i]]=P[li=t[i-111}
{
tmp = list[i-1];
list[i-1] = li=st[i];
list[i] = tmp;

i-=;

A4 Remove the front slement of the gusus

voild decgueue ()




Schedulability Analysis

Task0 | |Task1 | |Task2 | |Task3

simulate 1 [<=400]

{ Task0.Ready + 2*TaskO.Running +3*Task0.Blocked,
Task1.Ready + 2*Task1.Running +3*Task1.Blocked + 4,
Task2.Ready + 2*Task2.Running + 3*Task2.Blocked + 8,
Task3.Ready + 2*Task3.Running + 3*Task3.Blocked +12 }

— — — — '
BIGEXE 2t . BIGEXE ot : BIGEXE 2t . BIGEXE e O
stop? run[0]? stop'? run|1]? stop? 12 =
ES [

run[2]? top? run|3]?
19 simulate 1 [<=400] { Task0.Ready + 2*Task0.Running + 3*Task0.Blocked, TaskLReady + 2*TaskLRunning + 3T... (e (=[S

Al] no.t‘ (TaskO.Error or Task1.Error @ i
or Task2.Error or Task3.Error)

ﬂ L‘ - Tasko.Ready + 2 * Taskd.Running + 3 * Task0.Blocked

[ Taskl.Ready + 2 = Taskl.Running + 3 * Taskl.Blocked + 4
] Task2.Ready + 2 = Task2.Running + 3 * Task2.Blocked + 8
£ Task3.Ready + 2 * Task3.Running + 3 * Task3.Blocked + 12| [1€S

SIS

—

0
9
8
35
m
6
5
4
3

2
1
0

0 40 30 120 160 200 240 280 320 360 400
time
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uﬂuuﬂmm
Wkl
| ERAEIE

% 1% simulate 10000 [<=4000] { Tas! ask0.Ready + 2*Task0.Running + 3*Task0.Blocked - Task0.Error, Taskl.Ready + 2*Task1l.Running + 3*T... lE‘ﬂE_

k0.Blocked - Task0.Error
k1.Blocked + 4 - Taskl.Error
k2.Blocked + 8 - Task2.Error
k3.Blocked + 12 - Task3.Error

Task0.Ready + 2 * Task0.Running + 3 * Tas

=
. |E=] Taski.Ready + 2 * Taskl.Running + 3 * Tasl
[ Task2.Ready + 2 * Task2.Running + 3 * Tas
L E Task3.Ready + 2 = Task3.Running + 3 * Tas

bl

;gé
=

GROEB
[[=Q =Qr=r=]

ax==0

simulate 10000 [<=400]
{ TaskO.Ready + 2*TaskO.Running +3*Task0.Blocked,
Task1.Ready + 2*Task1.Running +3*Task1.Blocked + 4,
Task2.Ready + 2*Task2.Rul yessage —c
Task3 Ready + 2*Task3.Rur
(TaskO Error or Task1.H o

ax'==0

Tried 154 runs in total and found 1 accepting runs.




ready[id]!
0 —

Ready : sup{1}:
. t>DJid]
done[id]! ‘ [ N @ TaskZ.r <= 80
ax>z Task3.r <= &0
r=0 ::) : :

run[id]?
ax=0
Rungni t>Dfid] O
stop? run[id]?
Blocked t>D[id]

ax'==




Performance Analysis

™9, E[<=800; 5000] (max: Task0.r) =HIE X 9 E[<=800;5000] (max: Task3.) | )
Probability Distribution - Probability Distribution
0.14 E | 0.45
| o D=100
0.12 E
D=400
0.10
0.09 E 0.30
Z0.08 £0.25
F0.07 [l probability = [l probability
s = F | | 50.20
2 0.06 average E o average
50.05 an,15
0.04 B
0.03 0.10
0.0z
0.01 0.05 [
dorf| ¢ 0 e
30 120 210 300 390 480 570 660 750 o 4 8 12 16 20 24 2B 32 36 40 44 48 52 56
ax>s max: TaskO.r max: Task3.r
Runs: 5000 in total, 5000 displayed, 0 remaining. Runs: 5000 in total, 5000 displayed, 0 remaining.
Probability sums: 1 displayed, 0 remaining. Probability sums: 1 displayed, 0 remaining.
Minimum, maximum, average: 37.1748, 800, 167.072. Minimum, maximum, average: 0, 59.3461, 11.8608.
_ [ e | )
T4 E[<=800; 5000] (max: TaskLr) =SS r —— — = |
e ————— % E[<=800; 5000] (max: Task2.r) e L
Probability Distribution
Probability Distribution
0.056 0.088
0,049 D_ZOO 0.077 D_ 'I OO
0.042 0.066
:0.035 0.055
20.028 [l probability =
5 E average %0.044 [l probability
50,021 o E average
50.033
0.014 I
0.022
0.007
0.011 I
o]
25 44 63 8z 101 120 139 158 177 0
max: Tasklr 24 2B 32 36 40 44 48 52 56 60 64 68 V2 U6
Runs: 5000 in total, 5000 displayed, 0 remaining. max: Task2.r
Probability sums: 1 displayed, 0 remaining. Runs: 5000 in total, 5000 displayed, 0 remaining.
Minimum, maximum, average: 25.5223, 181.831, 94.1916. Probability sums: 1 displayed, 0 remaining.
=T an Minimum, maximum, average: 24.0351, 76.7086, 54.4648.
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Herschel-Planck Scientific Mission at ESA

Q“? ‘-» e

Attitude and Orbit Control Software
TERMA A/S Steen Ulrik Palm, Jan Storbank Pedersen, Poul Hougaard
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File Edit Wiew Toaols Options Help

= M

Q& ] K@ ->e

[ Drag out

Drag out

Transition chooser

in
o ™
3] | =

Delay: 13.5 2| D Reset

| B Take transition |

Trace controls

KR 353.5‘:_;" W Last |
[ 4l Prev | B Flay || b next |
Speedsr
; | | | | | | | 1 q
Slaw Fast
[ b Random ]

Simulation Trace

(-, starting, Idle, Idle, starting, starting, stgj
initialize: Scheduler -- > Bkgnd_P, NominaIE'l_J
(Running, Idle, Ide, Idle, Ide, Ide, Ide, I
enqueus; RTEMS_RTC --> Scheduler
(Schedule, Idle, Idle, Ide, Ide, Ide, Ide,
preempt[ctask]: Scheduler -- = IdleTask
(Preempt, Ide, Idle, Idle, Ide, Ide, Idke, I_J
3/ m) ]

cycleCount =0
chask =7
taskqueue[0] =&
taskgueue[1]=9
taskqueue[2] = 10
taskgqueue[3] = 11
taskoueue[4] = 12
taskgueue[S] = 13
taskqueue[f] = 14
taskqueue[7] = 16
taskqueue[s] = 17
taskgueue[9] = 23
taskgueue[10] = 24
taskqueue[11] = 25
taskgqueus[12] =
taskoueue[13] = 27
taskoueue[14] = 25
taskqueue[15] = 29
taskqueue[16] = 30
taskqueue[17] = 33
taskgueue[18] =0
taskoueue[19] =10
taskqueue[20] = 0
taskqueue[21] =0
taskgueue[22] =0
taskoueue[23] =10
taskqueue[24] =0
taskqueue[25] = 0
taskqueue[26] = 0
taskoueue[27] =10
taskoueue[28] =0
taskqueue[29] = 0
taskgqueus[30] =
taskgueue[31] =10
taskgueue[32] =10
taskqueue[33] =0
running[0] = 0
running[1]=10

1

Scheduler

o

Bkgnd_P

e a1l

runring ptaskF 1

das!rp[ocl‘lzﬂa queue)

hqg‘ez.legﬂ])ﬂ&&

sk

FT[33]>=250000

==240
enqu_eua!
WEHTHSED, fea

additasfoueus, 33

FPreempt add@a ueue,dask) Jjob[33]<=200
runring 0.
dask—pollﬂa queue)
secondF_1
secondF_2
Ide
Ide
AetivatedecondanyFunctions2? WCRT[3]=0, readyf31]=1,
U RT[3]=0, read@2]=1, jobB1FD
jobBZED
Hocked . rurring1] &£
.—mﬁﬂfﬁ%ﬁ};ﬂ% runring B £& job 1 H=20060 &2
blocked B2FD {:‘?3%]): o600 28 (B onaen
S31930
releas [PU_F]! Enqueus e release[CPU_R]!
blncked B2]=1 add{taskjueue, 32) RT[]=0, WCRT[E =0,
readyB2H0 ready Bl F0
.Q_MKEE_BJ—.MFWCPU
schedule B2]7
Reschedule awaillieh_F
schedule[32]7
lockCeil(kb_R.[2),
sub=0 (b ) DeterrineUnt HeatthWithSgm_R
Blocked2 sub<=082 &5
sub'==running B2 sub==runnirg [31]
Wit FarCther
subs=0 &5
release [Tther_5 sub'==running [32] R SSL inelint Heats
il erminelini a
locked 210 sube= 1982 &&
nnning B 1] & sub’==running [31]
- Blocked2  albsg=
avail(Cther 5F2) T Determinetate
lockCeil{ Cther_5A2,32) sugl<—251 &5 -
I ki subi==running
Handlle Pending TCWEhBath ﬁoﬁggﬂeg P blocked T
subs=0401 &8 al

sub'==running [32]

gy

adashqueue. XN
i 1] 88
Sngb LS




Symbolic analysis:

@ Preemptive scheduler requires stop-watches.
@ Exact reachability of stop-watch automata is undecidable.
@ UPPAAL provides over-approximation for stop-watches.

@ = symbolic analysis may give spurious errors, but still
suitable for proving safety/schedulability.

Statistical analysis:

@ can show presence of errors but not absence.

@ = suitable for disproving schedulability.

f = BCET/WCET:

0-71%  72-86% 87-89% 90-100%

Symbolic MC:

maybe  maybe n/a Safe

Statistical MC:

Unsafe maybe maybe maybe




Herschel deadling violation with f — 50%:

. LM 5 |

! o - . . .
12 e _| — NI=REl
9 s s s L R vt s—— H ETEE
o 1 s | T21

=3 i i
T 6 S : — |16
a - — B

u H i H H H H E

0 1.1E4 2 2E4 3.3E4 4 4E4 5.5E4 6.6E4 7.7E4
time

simulatem[<=3oo] {

(T(l) .Ready+T (1) .Computing+T (1) .Release+runs[1]-2«T (1)
(T(2) .Ready+T (2) .Computing+T (2) .Release+runs[2]-2+T (1)

(T(3) .Ready+T (3) .Computing+T (3) .Release+runs[3]-2+T (1)
}
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Formal & Informal Methods

= Model Checking vs Stat MC, Simulation
= Qualitative vs Quantitative (metrics)
= State Space Expl vs Confidence Expl

= Correctness (overap)
vs Counterex (underap)

= Worst Case vs Expected Case

= Synthesis on abstract models
vs Performance eval on
refined models
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= Pr[<=100](<> goal)

= Pr[#<=10]([] safe)

= Prix<=200](<> goal) >= 0.3

= E[<=100; 1000](min: expr)

= simulate 10 [<=100] { el, e2, x1}
= simulate 100 [<=10]{e}: 2 : goal

Exercise 28 (Jobshop scheduling part 2)




