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Applicatiorns
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Machine Learning Pipeline
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Machine Learning Pipeline
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Machine Learning Pipeline

THIS 1S YOUR MACHINE LEARNING SYSTETM?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT

THE ANSLJERS ON THE OTHER SIDE.
\WHAT IF THE ANSWERS ARE LIRONG? )
JUST STIR THE PILE UNTIL B < B
THEY START LOOKING RIGHT. "‘ | m v“ A
Imodel training model deployment predictions

' no predictability and traceability
-
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Machine Learning Pipeline

DESPITE OUR GREAT RESEARCH
RESULTS, SOME HAVE QUESTIONED
OUR AI-BASED METHODOLOGY

BUT WE TRAINED A CLASSIFIER
ON' A COLLECTION OF GOOD AND
BAD METHODOLOGY SECTIONS

| AND [T SAYS OURS IS FINE. | Ay

| 4 b
4.4

model deployment predictions

= ) .
‘ ] u u
\. hot sufficient for guaranteeing
_— ' an acceptable failure rate
- \ under any circumstance

B p—

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Correctness Guarantees

J correct
x incorrect

software

Alan Turing Henry Gordon Ricé !
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Formal Methods

| ,' 1 - extremely expressive
. * Felies on the user to guide the proof
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Formal Methods

- analysis of a model of the software
- sound and complete with respect to the model

A
Edmund Clarke Allen &

mérson

J correct
x incorrect

v‘“"" "
model
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Formal Methods

- analysis of the source or object code
- fully automatic and sound by construction
- generally not complete

N

/ correct

|

software
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Formal Methods for ML
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Results for “neural network robustness” on Google Scholar
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Formal Methods
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Neural Networks
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Neural Networks
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Neural Networks as Programs

x00 = input()
x01 = input()
0.26 @ x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
0.40 x11 =-1.25 " x00 + (-0.64) * xO1 + 1.88
. %‘@ S~ - o QOSD 0.45
‘&
o 063 % 0.00
x20 =040 " x10 +1.21 “x11 + 0.00
1.88 Q),\ -0.39 x21 =0.64 * x10 + 0.69 * x11 + (-0.39)
3 > ’,
) > 045
S 0.69 —

0.40 @ %30 = 0.26 * x20 + 0.33 * x21 + 0.45
X31 = 1.42 * x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ‘
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Maximal Trace Semantics

x00 = input()

! x01 = input()
® L e PP ' >
1 x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
¢ ! S, S x11 =-1.26* x00 + (-0.64) * xO1 + 1.88
T e | 1 Tyl >
¢ ¢
! : )| ? .............................
E T T E ........ .’
. S x20 = 0.40 * x10 + 1.21 * x11 + 0.00
i I ........... x21=0.64 * x10 + 0.69 * x11 + (-0.39)
I ....... A
[[ M]] ........... x30 = 0.26 * x20 + 0.33 * x21 + 0.45
T X381 =1.42*x20 + 0.40 * x21 + (-0.45)
A

return ' if x31 < 30 else '
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Neural Network Verification
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Collecting Semantics

x00 = input()
X01 = input()

x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) * xO1 + 1.88

x20 = 0.40 * x10 + 1.21 * x11 + 0.00
x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31 =1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ‘
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Collecting Semantics

Property “being Jun Pang”
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Property Verification
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Stability

Safety @0

= Google Translate H m

Xp Text B Documents
[ ] DETECT LANGUAGE ENGLISH v Pl FRENCH ENGLISH SPAN v
Fa I rn ess A nurse X Une infirmiéere W
A doctor| Un médecin ©
<) 16/5000 Em <) o
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Stability

Safety

-
= [ranslate
Xp Text B Documents

Fa I rn ess A nurse Une infirmiéere
A doctor Un médecin
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Stability Verification

software

audience

properties
abstract interpretation
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Local Prediction Stability
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Local Prediction Stability

P;x) ' (x' € ZM | 5(x,X)) < €}

f
STABLES(T) B Vi,r € T: ty = X At} € Py (X) > 1, =1,

M E R o {[M]} C K¢ ME R e [M] C | | R
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Static Analysis Methods

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Abstract Interpretation

Intuition

SOUNDNESS

PROPERTY OF INTEREST

FALSE ALARM

ABSTRACTION
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Forward Analysis

(@ check output for inclusion
in expected output:
included — stable
otherwise — L& alarm

Local Prediction Stability

Py, (x) ¥ {x e 2L | 5(x,x) < e}

def

STABLEY(T) = Vi, € T: )y =X A1y € Py (X) > 1, =1,
M E Ry & {IMI} C B ME Ze < M1 < | i

(@ proceed forwards from
anabstractionofal - LSS . .

possible perturbations

[M] C [IM]" C | ) %5 = M F RE€
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Interval Abstraction x> la,b]

a,b e A
® @
2
o S N ~ 14
2N >
4 0
not precise enough!
3 0 m ahat -
20
N %\ 5
-1 .
R . ¢
Xy > [0, 3]
A
xo; > [0, 1] TReLU RelU X3 > [—4, 4]
xp1 — (3, 4] X, = [0, 3]
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Abstract Interpretation
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each Neuron as 3 linear

I nte rval AbStra cti 0.@ Combination of the inputs

and the Previous Rel yg

-1
YT e X+ e ¢,c € R

a,be R
X107 Ei1o —
xi—l,j = Ei—l,j Xij = Z WJ{;I "Xk T bi,j k
- {E
i,j
> 0<a
E;; B RelU e A
xl,JH L,J a<0AO<b
== 0
Xij ™ b<0
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Interval Abstraction

. {2.(x00+x01+4)+3.(0‘5.x00+0'5"x01+3)
20

(17, 24]

@
~ 14

-
X N 3‘X00+3‘X01+2
0 12 8]
3 0
o X00+X01—1
. o BETA =1, 1
B 5 , 1

X1 P

05 ¢ XOO + 05 ¢ XOl + 3 ('XOO +XO1 + 4) - 1 ‘ (05 ¢ xOO + 05 ‘ ‘XOI + 3)
X >
[3. 4] L 2)
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Interval Abstraction

IS‘XO0+ 1.5‘X01—2'X31+1
X40

(=1, 4]
3 'XOO+3 'X01+2
X30 ™ 2. 8]
@ 7 L
2 1
S~
P
to0 [0 1] 4
3
x01 o

o1 [0 11 ~

o -1
o
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- Maintajn Symbolic lower- and

D eep Poly[smgmg] \i f«"’;uggs:‘,-bounds for each neyron

: ex ReLy approximationg

[Zk Cix*XixTC Zk dij-xi,+dl cpc,dy,deER

X N
i+1,j
a,b e R
{ [Ll,Ja Ul,‘]]
Xl,] >
?\@\/ 0 b(x;; — a)
QL/“ X[ b-a
p<—d ’

Lj ReLlU a<O0OAO<b
( b(xij—a)
—a .. .
’9@(0 <0 X > 4 [XI’J’ b-a ]

4
N

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



DeepPoly..

N [xoo, X0l O

00 [0 1]
[xop Xo1]
[0 1] N

VTSA 2024

R { (X0 + Xo1 + 4, Xgo + Xo; + 4]
0
(4, 6]

X1
@
2 1

S N’
o)
e f
4 o ¢
3 0
™ A

[05 XO0+05 X01+3 05 XO0+05°X01+3]

o« -1 15
@ -
11'_>{

[3, 4]
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DeepPoly..

{[2-x10+3°x11,2°x10+3-x11]
20

X >
[17, 24]
@ oo
2 1 |

[ ] O S @ S
Xans X O
Xgo > 00> %00 S 2 1
[0 1] 4 0 -14
3 0 -8
[xop Xo1) g »

Xo1 P [0 1] X

« -1 - -1.5 . 4
® - ©
[x10 — — X1}

P X115 X10
ol 1, 2
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DeepPoly..

X309 =
2, 8]
@ o
2 1 ‘

[ | O _— -_ L ¢
Xnn, X
Xgy > 00> 00 > O@
[0 1] 4 0 -14
3 0 -8
[xop x()1] o N
Xo1 P ’
[0, 1] N

©

ReLU(x)

|_){[05 Xoo— 1.5 %, —8,0.5 -x5— 1.5~ le 8]
31
[_171]

[0, 05 ‘ X31 + 05]
X3 =
[0, 1]
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DeepPoly..

K40
® ®
2 1
[ ] O S~ & ¢
X0, X O
X 00> 00 > 2 1
[0 1] 4 0 -14
3 0 -8
[x01, Xo1] % A

Xo1 P [0 1] X

« 1 <@ 15 oY
°© O Hmt
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DeepPoly..

Xgo > [0, 1] Xg; — [0, 1]
Xio > { ;.2006‘;‘ X01 + 4, X00 + X01 + 4] Xpy = { 52.54’])600 + 0.5- X01 + 3, 0.5- X00 + 0.5- X01 + 3]

2 X0+ 3 X0, 2 %9+ 3 - x4] X190 — X115 X10 — X11]
Xoo P Xo1 P
17, 24] 1, 2]

Xo0 = X1 — 14, Xp0 — Xy — 14]
X30 P 2, 8]

[0.5 %30 =2 -x3;,+ 1,05 - x30—2 - x5y + 1]

—a
. [Xlo x11+1 O.S'X10+2 xll 6]

[0.5 x50+ 0.5 -x9; +2, 1.5 x99+ 1.5 x;; + 2]
=

{[x21+1 0.5 x,0— 0.5 - x5, — 6]
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DeepPoly..

Xgo > [0, 1] Xg; — [0, 1]
Xio > { ;.2006‘;‘ X01 + 4, X00 + X01 + 4] Xpy = { 52.54’])600 +0.5- X01 + 3, 0.5- X00 +0.5- X01 + 3]

Xo0 7

2 X0+ 3 X, 2 X9+ 3 xq4] X190 = X115 X190 — *11]
i X1 PN,
17, 24] 1, 2]

Xo0 = X1 — 14, Xp0 — Xy — 14]

30 7 { 2. 8]
0.5 x30—=2-x3;+ 1,05 -x30—2 - x3y + 1]
K40 { 0, 5)
x5+ 1, 0.5 x—0.5 x5, — 6]
- {:2, 5.5
x0—x;;+ 1,05 -x+2-x,—6]
- {:1, J
R { 0.5 x99+ 0.5 - x5, +2, 1.5 x99+ 1.5 - xyy + 2]
2, 3]
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DeepPoly..

s {[OS'.X30—2'X31+1, OS‘X30_2'X31+1]
40

[2, 5]
® @

2 1

[ ] O S @ <
Xan, X

Xgy > 00> *00 > O@
[0 1] 4 0 -14
3 0 -8

[x01, Xo1] 2 A

Xo1 P [0 1] X

o 1 ~ 15 oY
o O ot

[x31, X311

Xq41 P
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DeepPoly..

Xgo > [0, 1] Xg; — [0, 1]
Xio > { ;.2006‘;‘ X01 + 4, X00 + X01 + 4] Xpy = { 52.54'])600 +0.5- X01 + 3, 0.5- X00 +0.5- X01 + 3]

2 X0+ 3 X, 2 X9+ 3 xq4] X190 = X115 X190 — *11]
i X1 PN,
17, 24] 1, 2]

Xo0 = X1 — 14, Xp0 — Xy — 14]
2, 8]

{[O, 0.25 - x50 — 0.75 - x5, — 3.5]
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DeepPoly..

[05 'X30—2'X31+ 1, 05 ‘X3O—2'X31+ 1]
X40

[2, 5]
@ (a0
2 1 _
[ | O S e Y
Xna, X
Xgo > 00> *00 > O@
[0 1] 4 0 -14
3 0 -8
[xop Xo1] 2 A

Xo1 P [0 1] X

O -1 - -1.5 -
®@ e

PN [X31, X31]
H [0, 1]
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DeepPoly..

X10 7 [O, 0.5- X10 + 1] — [O, 0.5- (XOO +x01) + 1] — [O, 0.5 X00 + 0.5 X01 + 1]

RelLU
{ [%X00 + X015 X00 + Xo1]
X0 7

@ 0
1 A
@ @
7
0 0

N
Y e\
1

@ i} — — 7 @
[x X0y, X Xn1]
. 00 — *01> *00 — %01
[ 27 2]
RelLU

xll > [O, 05 ‘ Xll + 1] — [O, 05 ‘ 'XOO - 05 ‘ XOl + 1]
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DeepPoly..

X10 7 [O, 0.5- X10 + 1] — [O, 0.5- (xOO +x01) + 1] — [O, 0.5 X00 + 0.5 X01 + 1]

PN {[xlo + .xll, xlo +x11] — [O, xOO + 2]
20

[0, 3]
@ D
@
7
0 0

N
) @\
1
® @

[xlo - xll, xlo - xll] — [_05 ‘ XOO + 05 ¢ XOl - 1, 05 ‘ xOO - 05 ‘ XOl + 1]
K21 7 (2. 2]

xll > [O, 05 ‘ Xll + 1] — [O, 05 ‘ 'XOO - 05 ‘ XOl + 1]
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DeepPoly..

PN {[xlo + .xll, xlo +x11] — [O, xOO + 2]
20

[0, 3]
@ D
@
7
0 0

N
) @\
1
® @

{[xlo - xll, xlo - xll] — [_05 ‘ XOO + 05 ¢ XOl - 1, 05 ‘ xOO - 05 ‘ XOl + 1]
K21 7

[_29 2]

RelLU <
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DeepPoly..

N [Xzo +X21 + 1, X0 +XZ1 + 1] — [1, 1.25- Xoo — 0.25 - X01 + 45]
o BEY] < [1,5. 5] with back-substitution

PN {[xlo + .xll, xlo +x11] — [0, xOO + 2]
20

[0, 3]
@ L
1 ~

. [x()(), xoo] 7 Ps )
P, 1) 0 0
[X015 Xo1] ~
TV -L1 ~ o
’ 0 N
- -1 -

¥ . [le, le] — [0, 025 ‘ XOO - 025 ‘ x()l + 15]
e, 2]

.X21 > [O, 05 ‘ .le + 1] — [O, 025 ‘ xOO - 025 ‘ xOl + 15]
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DeepPoly..

N [Xzo +X21 + 1, X0 +XZ1 + 1] — [1, 1.25- Xoo — 0.25 - X01 + 45]
o BEY] < [1,5. 5] with back-substitution

. [x()(), xo()] 7 Ps )
P, 1) 0 0
[X015 Xo1] ~
TV -L1 ~ o
9 O )\
N -1 -

@ |
-
[le, le] — [0, 025 ‘ XOO - 025 ‘ xOl + 15]
X31 =
[0, 2]

Xq0 P> {[—1, (| < [1, 4] with back-substitution

Caterina Urban
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Other Static Analysis Methods

* T. Gehr, M. Mirman, D. Drachsler-Cohen, P. Tsankov, S. Chaudhuri, and M.
Vechev. Al2: Safety and Robustness Certification of Neural Networks with
Abstract Interpretation. In S&P, 2018.

verifying neural networks

* G. Singh, T. Gehr, M. Mirman, M. Puschel, and M. Vechev. Fast and Effective
Robustness Certification. In NeurlPS, 2018.

certifying neural networks

* G. Singh, R. Ganvir, M. Puschel, and M. Vechev. Beyond the Single Neuron
Convex Barrier for Neural Network Certification. In NeurlPS, 2019.
k ReLU activations

« M. N. Miller, G. Makarchuk, G. Singh, M. Puschel, and M. Vechev. PRIMA:
General and Precise Neural Network Certification via Scalable Convex Hull
Approximations. In POPL, 2022.

convex-hull approximation algorithm
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Local Prediction Stability

JJ L




Local Stability ...

Expected Saliency

M

Stability Instability
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025 o
2 & e

0.25
N -1 7 (x1 X2 + x3 x4

2 (x1+x2 X3 + x4
1 x1 + x2 X3 + x4
4 6 5 5
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Example

-0.25
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Example

distance = 3.87 distance = 6.56 distance = 6.56 distance = 6.56

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



B B 1
8 B +0.5 B+ 0.75
0 1*(x1) - 3*(x2) + 1*(x3) - 2*(x4) +4 =0
1
- . B B 1
e B 1 - B +0.5 B+ 0.75
1*(x1) + 1%(x2) + 2*(x3) + 1*(x4) -1=0 . ﬂ
1
; B B 1
805 - B+ 0.5 B+ 0.75
3*(x1) + 1%(x2) + 2*(x3) + 1*(x4) -3 20 ‘ h
114
1
0 B+ 0.75
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B B B 1
B+0.5 B+ 0.75
0
1
B
B 0.5+ 1°(-1°B + 0.75 ‘
1
e e @) et
B+0.5 B+ 0.75
114
1
— B
0 B+ 0.75
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0

I 1

o rf
1

o >!'K
1

I o -1 (x1 x2 + x3 x4

0 2 x1 1 x2 x3 x4

1 x1 + x2 x3 x4
4 6 5 5
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Example

0 0.25

LN 475-13 >-2 -1.75

B 1 ( B 5) B 1
B+0.5 B +0.75 ‘ -/‘H
1
B+0.5 B | 1
. 0.75 ‘ .H
o
14.75-13

p

L)
o
(3]

T

114

4.75-13

B+ 0.75

0 0.25
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Example

0 0.25
I. |
114
1
114 .
I. T x1 x2 x3 x4
0 0.25 - x1 x2 x3 x4

*@ + +2F + =
X1+ *X2+ *x3+ *x4
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Naive Breadth-First Search

Caterina Urban
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Geometric Boundary Search...c.:

3]
.1
-




Geometric Boundary Search

—T B s

¢ 0 gbs-PS

BP
| K B gbs-PSMS
- (%]
- : T
3 e e [
o ¢
o

o 1 w3 e o s iﬁ.

0
#|verified images|
10! 102 103 10
#|verified regions|

- | 100 ]
v ool e gbs-PS
- [N e — e
200 —3 ™ gbs-PSMS
| |
- [N

2028 , '—_i
= '
0 10 20 30 40 50 60 14824 :3

10! 107 103 104
computation time [sec]

#|neurons|
#|neurons|

EXPONENTIAL COST

=

#|verified images|
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Abstract (Boundary) Search
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Stability

Safety

Goal G4 in [Kurd03]

= Google Translate 2] m

Xp Text B Documents
[ ] DETECT LANGUAGE ENGLISH Vv P g FRENCH ENGLISH SPANM v
I a I I n ess A nurse X Une infirmiére W
A doctor| Un médecin @
*D 16/5000 > ‘l) [D
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Safety Verification

software

audience

properties
abstract interpretation
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ACAS XU [Julian16][Katz17]

iImplemented using 45 feed-forward fully-connected ReLU networks

g 5 input sensor measurements

I
Vown Vint '

« p:distance from ownship to intruder
e " Intruder  0: angle to intruder relative to ownship heading direction
;' - * « . heading angle to intruder relative to ownship heading direction

‘ ' * V., Speed of ownship

\ .
~ Ownship .’
~ N P

0"~~~ « V;...speed of intruder

5 output horizontal advisories

e Strong Left
 Weak Left

e Clear of Conflict
* Weak Right

e Strong Right

I
<
o
(3]

10 15

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



ACAS Xu Properties...

near from the left Strong Right

250 < p < 400 Q
02<60<04 e

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Safety

I: input specification

O: output specification

SAFEL(IMT) €' Vi € [MT: ,F T =1, O

Theorem
ME SE < (M1} C SY ME S, e IMIc| st

Caterina Urban
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Model Checking Methods
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Safety

Example

l<X0 < u.

. xy > 0

Qo @

_ Formal Methods for Machine Learning Pipelines
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SMT-Based Methods

L, <x¢; < u, j€{0,...,1Xy]} input specification
X . @ C
Xitl,j = ijl,k°xi,k+bi,j 1€ 1{0,....,n—1} : s P
k=0 e S
. e{l,...n—1} " Za\\y
x; . = max{0, X .} l e{l,..., : @ 2
b b J€1{0,.., X}
xy <0 (negation of)

output specification

satisfiable — x counterexample
otherwise — ¢ safe

VTSA 2024 Formal Methods for Machine Learning Pipelines Caterina Urban



Planet Eﬂ} ‘reduc Sé appr O)flmatlons to

0 <x;;
N ’A‘i,j < Xi.j
x; i = max{0, X; ;} by
Xjj = (Xij — aj)
b;; — a;;

; X

R. Ehlers - Formal Verification of Piece-Wise Linear Feed-Forward Neural Networks (ATVA 2017)
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-, based on the Simplex algorithm

Rel U p I eXx gﬂt éxtended to Support ReL ys

X00 Voo
X v
Variable  Value Variable  Value _
X0 Voo X00 Voo .. ..
XN VN
VaN VaN PaN aN /
Xij Vij Xij Vij
X; j Vij X; j vi]- Variable Value
.. X00 Voo
XN VN XN VN

G. Katz et al. - Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2017)
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Follow-up Work

Rel u p I ex % G. Katz et al. - The

Marabou Framework for
Verification and Analysis

of Deep Neural Networks

Variable (CAV 2019)

Variable Value Variable Value

X00 Voo X00 Voo ..
o o o e o o ° o XN VN

VaN VaN PaN VaN /

X:: V.. X:: V.

1] l] 1] l]

XlJ Vl:]- Xij Vl:]' Variable Value
. . . X00 Voo

XN VN XN VN

G. Katz et al. - Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2017)
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Other SMT-Based Methods

- L. Pulina and A. Tacchella. An Abstraction-Refinement Approach to Verification

of Artificial Neural Networks. In CAV, 2010.
neural networks

- O. Bastani, Y. loannou, L. Lampropoulos, D. Vytiniotis, A. Nori, and A.
Criminisi. Measuring Neural Net Robustness with Constraints. In NeurlPS, 2016

Loo distance

- X. Huang, M. Kwiatkowska, S. Wang, and M. Wu. Safety Verification of Deep

Neural Networks. In CAV, 2017.
adversarial perturbations

- N. Narodytska, S. Kasiviswanathan, L. Ryzhyk, M. Sagiv, and T. Walsh.
Verifying Properties of Binarized Deep Neural Networks. In AAAI, 2018.
C. H. Cheng, G. Nuhrenberg, C. H. Huang, and H. Ruess. Verification of
Binarized Neural Networks via Inter-Neuron Factoring. In VSTTE, 2018.
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MILP-Based Methods

I, <x¢; < u j€ {0,....1Xy]} input specification

X|
.X\'i+1’j=2w;,k‘xi,k+bi,j iE {O,...,I’l— 1} Q o

k=0 OSSN

@ —

Xij = Opj X 5,5 € {0.1) e
6ij=1=>x,20 ie{l,...,n—1)} e " e
5;=0=>%,;<0 j€{0,...,|X;|}
min Xy objective function

min x5 < 0 — xcounterexample
otherwise — 4 safe
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MILP-Based Methods

X,
1. ijk X+ b 1€ {0,....,n—1} R .
0 <x;; <M, 5.j 5. € {0,1} S
X i X <X (1 -9 1€ {1 n—1} c - 0
Mi,j — max{_lia 1} jE {O,..., |Xl| }

Caterina Urban
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i Use local search 14
SherIOCk Eﬂl | Speed up the MILpP Solver

X
5 _ i
Xitl,j = Z Wi Xk T b,
k=0
another input
ij = Y such that L < xy

Mi,j = maX{—li, lli}

Xy < L

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)
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MILP-Based Methods

| X
)/(\:l_l_lj_zwjlk‘xi,k‘l‘bl] lE{O,...,I’l—l} - o
k=0 s A e
5.:€{0,1 W
O§xi,j§ui,j 51.,]- L) { } . - 2
) : ie{l,...n—1) ¢ *
XZ,JSXZ,]SXU—ll’J°(1—5l])

Caterina Urban
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MIPVerify

ming’ d(X, X")

1 X
.X\'i_l_l’j — W]l,k )Ci,k + bi,j l - {O,..., n — 1} a o
k=0 @ - o
5. € (0,1 e o
.. , Q e -
O0<x,;<u;- 0 - o 0
. B ~ = .
xi,j S xi,j S -i\:i,j _ li,j (1 _ 5i,j) l. E {1,.. ° 9 n 1}
] S {09“'9 |X1| }
xy 7 O

V. Tieng et al. - Evaluating Robustness of Neural Networks with Mixed Integer Programming (ICLR 2019)
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Other MILP-Based Methods

* R. Bunel, I. Turkaslan, P. H. S. Torr, P. Kohli, and M. P. Kumar. A Unified
View of Piecewise Linear Neural Network Verification. In NeurlPS, 2018.
piecewise-linear ReLU neural

networks

« C.-H. Cheng, G. Nuhrenberg, and H. Ruess. Maximum Resilience of

Artificial Neural Networks. In ATVA, 2017.
adversarial

perturbations

* M. Fischetti and J. Jo. Deep Neural Networks and Mixed Integer Linear

Optimization. 2018.
feature visualization
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Static Analysis Methods
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Forward Analysis

@ check output for inclusion
in output specification O:
included — safe
otherwise — & alarm

Safety

I: input specification
| O: output specification [;

SAFEL(TMT) €' v e [M]: 1, F T =1, E O

ME S, < {IM]} C S§ MESh e M) c|sh

(@ proceed forwards from
anabstractionof e LSS . .

input specification 1 : I I
[M] C MI*C | S, = ME S},
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0<p<l @ 1 A @ Clear of Conflict
1

_— - ~ 1
< >
0 0
0 0
N
N
© -1.25

e @ ' ®
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ReLU(x)

DeepPoly:....

P
b
2 2
X , ot X _|_ —_—
X1 > [ X1 3 " %10 3]
Rel U [-1, 2]
. [%X00 + X015 X00 + Xo1]
T -1, 2
1 A @ Clear of Conflict
1
10 /]
e
0 0
0 0
N
[X01> X01] .~
o1 @ 1.25
er o :
1

-1<60<1 @ - ! @ Strong Turn
{ [%X00 — X015 X00 — Xo1]
X1 P

[_1’ 2]
RelLU , ,
PR X115 5 - X1 + 5

[_13 2’]

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



DeepPoly:....

[xX10 + X115 X190+ X11]

@ Clear of Conflict

H
120779 0, &
0<p<l1 @ 1 A
@

. {[xoo, X00 R @ N 1
00 e
[0, 1] . .
0 0
N
@
o
-1
A 1
(X0 = X{1» X0 — X11] @ Strong Turn
Xp1 F> 4 7 7
-3 3]
RelLU )
[O, 0.5 - X1 + %]
Xy P> 4 .
a 0 < RYLU(x) b [07 _]

Caterina Urban
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DeepPoly:....

M. {[X20+X21+1, x20+X21+1]
30

[1,5.3]
1 A @ Clear of Conflict
1
_ - ~ 1

>

0 0

' not precise enough!

0 0 )

~N
N %15 Xo1] .~ o
R U B Y -1.25

—-1<6<L1 @ - ! @ Strong Turn

[xy;, — 1.25, x5y — 1.25]
13
[-1.25, 7]

"

X31 P> S
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Interval Abstraction

X10
[0, 2]
A @ Clear of Conflict
)\ 1
0
0
@,

-1.25

! @ Strong Turn
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Interval Abstraction

VTSA 2024

A

-_—
P
0
0
N
o -1

Formal Methods for Machine Learning Pipelines

P X10 T X11
210, 4]

A @ Clear of Conflict
N4 ~ 1
0
0
@,
-1.25
N2

! @ Strong Turn

. X10 — X1 . X921
21 [-2,2] % [0, 2]

\/Rezu

Caterina Urban



Interval Abstraction

x10+x11 +.XZ1 + 1
X30 P

[1, 7]
0<p<l1 @ 1 A @ Clear of Conflict
1
{xoo = - ~ 1

Xoo ” >

0, 1] ; ;

0 0
- o1 N ) o
Xo1 (-1, 1] | 1.25
o 1 o

o @ ' ©

31 =
[—1.25, 0.75]
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Interval Abstraction

PN x10+x11+x21+1
7]

DeepPOIy[Singmgl _ @ Clear of Conflict

[.XZ x1+1, x20+.X21+1] 1
: 07\ fs.5]
XOO - 4
0<p<l1 @ 1 A Clear of Conflict
1
{[XO(), xOo] \\.// \./ ~ 1
00 ™ -~ P
[0, 1] . .
A not precise enough!
0 0 A
X, F [x01, X01] ™
01 01> 01
Xo1 /> [_1’ 1] ~ | © -1.25 _1 25

-1<60<1 @ - ! @ Strong Turn .
{[x21 —1.25, xy, — 1.25]
X31 = 1.
[—1.25, 0.75]

Formal Methods for Machine Learning Pipelines Caterina Urban

VTSA 2024
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Interval Abstraction DeepPoly....

15'X00+15 -x01—2-x31+1
X40

[X20 +X21 + 1, Xz() +.XZ1 + 1]
Xap {?2 3;;)]0 +3 X +2 0<p<l1 @ 1 1 A @ Clear of Conflict
@ 1 ’ 0b
2 1 [X00> X00] N w N 1
00 ™ ~ P
X > 2N
00 ™ [0 1] 4 0 not precise enough!
not precise enough! 0 ~ 0
3 0 -8 X015 X
. Xo1 o ~ Xo1 P {[ Oi 101] ~ o 105
N0, 1 ~ (-1 1] | . '
0 — -1 ~—
— -1 - . —-1<6<1 @ A ! @ Strong Turn
@ 05 _, J oo+ Xor — @
31 -1, 1] [x,; — 1.25, x,; — 1.25]
RelLU X3, B
) A31 Xy {x31 [-1.25, 12]
Xy P {[0 1 [0, 1]

VTSA 2024 Formal Methods for Machine Learning Pipelines VTSA 2024 Formal Methods for Machine Learning Pipelines

DeepPoly.... Interval Abstraction

x40|_){[0.5'X30—2'X31+1,0.5'.X30_2'-x31+1] x10+x11+x21+1
2, 5] 07 7
@ 7 @ 0<p<li @ 1 A @ Clear of Conflict
2 1 _ !
S < L/ X00 S - ~ 1
[xoo, Xool O, S o 00 ™ 10, 1] g -
_xOO - o ~ ’ 0 0
[0, 1] 4 0 14
0 i 0 0
[xOl’ xOl] 8 o ~ 8 Xo1 ~
0,1 ~ o {[—1, 1] ) | SRR
Y p Y, 15 = - -1 —
o ® e @ - ®
- {[xgl, X31) a1 {[—1 .25,0.75]
[0, 1]
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Product Domain......

[l, u]

—

Symbolic DeepPoly
[max(l, 1), min(u, u)] [max(l, 1), min(u, u)]

[l, u]
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Product Domain......

0<p<l1 @ 1 A @ Clear of Conflict
1

X00 - - N 1
Xoo M 3 [x()(), x()()] 4 0 7~ 0
10, 1)
[ X1 0 0
~
Xo1 P 3 [x()la xo1] ~ O
L [_1, 1] | | -1.25

—-1<6<1 @ 2 ! @ Strong Turn
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PrOd UCt DOmai n [Mazzucato?ﬂ

10 — [0, 2]
RelLU X0 { g 5 X0 +31 = [—1, 2]
(Xgo+ X1 [0, 2]

X103 [Xoo + Xo1» Xoo + Xo1]
L [_17 2]

S P S 7 A Clear of Conflict
1

[ Xo0 @ @ ~ 1
Xo0 ~ 1 %005 Xo0l 7~ ; > .

[0, 1]

[ X1 0 0

N
Xo1 P 3 [x()l, x()l] ~ O
-1, 1] @ 1,25
) -1

)
-1<0<1 @ - *00 ~ Yo1 ! @ Strong Turn
X1+ 3 [Xoo = X015 Xo0 = Xo1l

L [_1, 2] r.xll — [03 2]
RelLU X11 P 9 [xll, % " X11 + %] — [_1, 2]
10, 2,
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Product Domain......

r3610 + X1 — [0, 4]

8
Xog = 4 o+ X1, X0+ X1 =10, 3]

8
[09 _]
1 A @ Clear of Conflict
1

F.XOO @ . ’
Xo0 ~ 1 %005 Xo0l 7~ ; > .

[0, 1]

[ X1 0 0

N
Xo1 P 3 [x()l, x()l] ~ O
1, 1] O 125
) 1

-1<60<1 @ - ! @ Strong Turn

r fle . [0, 2]

o o [0, 0.5 0.5] —[0,2]

, UD * X + V. — ,

Xo1 = 4 X0 = Xp15 X0 =Xyl = [_%, %] X1 P 9 : 21 ;
=2 2] ReLU 103
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Product Domain......

-

x10+x11+x21+1 —3‘[1,23_0
X30 P 3 [X20+X21+1, X2O+X21+1] —)[1,45]
k 1, 4.5]
0<p<l1 @ 1 A @ Clear of Conflict
1
%00 — N o
Xoo M 3 [x()(), x()()] 4 7~
0 0
[0, 1)
[ X1 0 0
N
Xo1 P 3 [x()la xo1] ~ O
-1, 1] | | -1.25
- ~— - N
o @ ®
Xy > 3 [ — 125, x5, = 1.25] - [-1.25, =
[-1.25, =
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Other Complete Methods
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Use union of

Star Sets él o l?f'ﬁClent representaﬁons

Ounded convey Polyhedra

c € R center
® aef (c,V,P) V=1{v,...,v, }: basis vectorsin X"
P: R" - { L, T }: predicate

e fast and cheap affine mapping operations — neural network layers
e Iinexpensive intersections with half-spaces — Rel U activations

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
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Sta r Sets efflClent w-up Work
é of bounded H.-D. Tran et al. -

Verification of Deep
Convolutional Neura]
Networks Using

ImageStars (CAV 24020)

c € R center
® aef (c,V,P) V=1{v,...,v, }: basis vectorsin X"
P: R" - { L, T }: predicate

A

/\ [[@]]z{x|x=c+Zaivl-suchthatP(al,...,am)=T }

A
1

e fast and cheap affine mapping operations — neural network layers
e Iinexpensive intersections with half-spaces — Rel U activations

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
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use symbolj

: C pr -
+ Iterative jn t obagation

put rEfinement

ReluVal

N
900000

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)
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DeepPoly + Input Refinement

%00, Xo0l gt
0 {[0, 1] ' DeePPO‘V‘ )

P
@ @ x31">{[—1.25,0.75]

' x31'_>{[—1.25,%
. 12
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Neu rlfy Eﬁ} torative ReLU approximation +

[Zk Cox " Xox T 6 Zk doy*Xoxtdl copc.dy.d € R
N a,b e R

= { [Ei,j, Ei,j]

Xl-’
Q\@\/Q 0<a
ReLU(x)
{ [Ei,j, Ei,j] RelLU { [ b
X; i+ .

a<0OAO<b

R (0,
b<0

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)
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Further Complete Methods

- W. Ruan, X. Huang, and M. Kwiatkowska. Reachability Analysis of Deep
Neural Networks with Provable Guarantees. In IJCAI, 2018.

Lipschitz
continuous neural networks

- G. Singh, T. Gehr, M. Puschel, and M. Vechev. Boosting Robustness
Certification of Neural Networks. In ICLR, 2019.
(mixed integer)
linear programming
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Other Incomplete Methods
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Related Work

Interval Neural Networks s

Abstraction-Based
Framework for Neural
Network Verification (O7A\Y;
2402(0)!

-wise
urons layer-wis
ng strategy +

ith intervals

jﬁ‘f{? \\\ m erge ne . :
on partitiont

eights W

h

\ | ‘ Yj;’based

- replace W

P. Prabhakar and Z. R. Afza - Abstraction based Output Range Analysis for Neural Networks (NeurlPS 2019)

_ Formal Methods for Machine Learning Pipelines Caterina Urban




Further Incomplete Methods

- W. Xiang, H.-D. Tran, and T. T. Johnson. Output Reachable Set Estimation
and Verification for Multi-Layer Neural Networks. 2018.
simulation

- K. Dvijotham, R. Stanforth, S. Gowal, T. Mann, and P. Kohli. A Dual
Approach to Scalable Verification of Deep Networks. In UAI, 2018.
neural networks
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Further Incomplete Methods

- E. Wong and Z. Kolter. Provable Defenses Against Adversarial Examples
via the Convex Outer Adversarial Polytope. In ICML, 2018.
A. Raghunathan, J. Steinhardt, and P. Liang. Certified Defenses against
Adversarial Examples. In ICML, 2018.
T.-W. Weng, H. Zhang, H. Chen, Z. Song, C.-J. Hsieh, L. Daniel, D.
Boning, and Il. Dhillon. Towards Fast Computation of Certified Robustness
for ReLU Networks. In ICML, 2018.
H. Zhang, T.-W. Weng, P.-Y. Chen, C.-J. Hsieh, and L. Daniel. Efficient
Neural Network Robustness Certification with General Activation Functions.
In NeurlPS, 2018.

adversarial

perturbations
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Further Incomplete Methods

- A. Boopathy, T.-W. Weng, P.-Y. Chen, S. Liu, and L. Daniel. CNN-Cert: An

Efficient Framework for Certifying Robustness of Convolutional Neural
Networks. In AAAI, 2019.

convolutional neural networks

- C.-Y. Ko, Z. Lyu, T.-W. Weng, L. Daniel, N. Wong, and D. Lin. POPQORN:
Quantifying Robustness of Recurrent Neural Networks. In ICML, 2019.
H. Zhang, M. Shinn, A. Gupta, A. Gurfinkel, N. Le, and N. Narodytska.
Verification of Recurrent Neural Networks for Cognitive Tasks via
Reachability Analysis. In ECAI, 2020.

- D. Gopinath, H. Converse, C. S. Pasareanu, and A. Taly. Property
Inference for Deep Neural Networks. In ASE, 2019.

neural networks
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Complete Methods

suffer from false positives
sound and complete

able to scale to large models

soundness not typically guaranteed
with respect to floating-point arithmetic sound often also with respect to
floating-point arithmetic
do not scale to large models
_ less limited to certain
often limited to certain model architectures
model architectures

Caterina Urban
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Fairness Verification

software

audience

«

ot

o

properties
abstract interpretation
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ML Impacts Our Society

Make :,if.].’_‘?d”".ﬁ'/e alaorithm. . -

There's software used across the country to predict future criminals. And it's biased

against blacks.
by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica n c H E c Ks A RE

mMay o l A H '] M E

By Colin Lecher | @colinlecher | Feb 1, 2019, 8:00am EST

— CTOBER 10 5018 / 5:12 AM/AYEARAGO '\‘_
S - i v tool tha
, T HTess MORE v s1GN 1) S Secret A\ reCfU‘t‘ng
6‘1/ BUSINESS 83.25 2813 g7,y a Amazon Scrap men :
inst WO K to

. \
Can Al Be 3 Eaj showed b135 aga
a =

Estonig Thinks'rsiudge inC

Estonia plans to

Small-claimg ca
SMmarter. S€S, part of a push to
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Translation tutorial:

21 fairness definitions and their politics

Arvind Narayanan

@random_walker

) 005/5520

Tutorial: 21 fairness definitions and their politics

19,759 views * Mar 1, 2018 i 196 &l 6 ,» SHARE =i SAVE

Arvind Narayanan
226 subscribers SUBSCRIBE

Computer scientists and statisticians have devised numerous mathematical
criteria to define what it means for a classifier or a model to be fair. The
proliferation of these definitions represents an attempt to make technical sense of

SHOW MORE
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Dependency Fairness .-
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Dependency Fairness

F . is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node x;, ; for classification

UNUSED(T) = V1,1 € T: ty(x,,) # #Xp,) A

(VO<j<[Lyl:J# 1= 1y(x0,) = 15(xp )
>t =1t
Intuitively: inputs differing only on the value

of the sensitive input node X, ; should lead
to the same classification outcome

Caterina Urban
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Dependency Fairness
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Dependency Fairness

F . is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node x;, ; for classification

UNUSED(T) = V1,1 € T: ty(x,,) # #Xp,) A

(VO<j<[Lyl:J# 1= 1y(x0,) = 15(xp )
>t =1t
Intuitively: inputs differing only on the value

of the sensitive input node X, ; should lead
to the same classification outcome

MEF o {[M]} C Z,

Caterina Urban
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Dependency Fairness
Subset-Closed Property (*)

(*) ML Models are Deterministic

_ Formal Methods for Machine Learning Pipelines
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Dependency Fairness

F . is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node x;, ; for classification

UNUSED(T) = V1,1 € T: ty(x,,) # #Xp,) A

(VO <j<ILyl:j#i= 1o(x,) = t(x.))
>t =1t
Intuitively: inputs differing only on the value

of the sensitive input node X, ; should lead
to the same classification outcome

MEF o {[M]} CF, MEZF, < [M]CIMI" e ZF,

Caterina Urban
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Abstract Interpretation Recipe

practical tools
targeting specific programs

mathematical models
of the program behavior
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Abstract Interpretation Recipe

mathematical models

of the program behavior
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Hierarchy of Semantics

parallel semantics (M.
N

~e

(M1}, )
\
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Outcome Semantics  ertioning = <ot o racee

that satisfies dependency
fairness with respect to the
program outcome yields sets
of traces that also satisfy
dependency fairness
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Outcome Semantics ® partiioning » <ot o racee

that satisfies dependency
fairness with respect to the
program outcome yields sets
of traces that also SENR Y
dependency fairness

— D —
= e
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Dependency Semantics SRS

fairness we do not heed to
consider all intermediate
computations between the
initial and final states of trace

(if any)

Caterina Urban
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Dependency Semantics [}

fairness we do not heed to
consider all intermediate
computations between the
initial and final states of a trace
(if any)

e e

réason about dependency
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Dependency Semantics

' partitioning with respect to

the outcome classification
induces a partition of the
Space of values of the Input
nodes used for classification

Lemma
M E f’/ﬂ@‘v’A,BE [M] . : (AwyéBw;*'AO|¢inBO|¢i=®)
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Abstract Interpretation Recipe
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Naive Backward Analysis

®@) forget the values of the
sensitive input nodes

_ = g
®
N @ proceed backwards
from all possible
N classification outcomes
N

@ check for intersection:

empty — /fair
otherwise — G alarm

Caterina Urban
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Naive Backward Analysis

x00 = input()

x01 = input()
x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) " xO1 + 1.88

BHH
® - . @
0.40

| o
2 2 2N o\ T/ 04 x10 = 0 if x10 < O else x10
) T 0.00 x11 =0 if x11 < 0 else x11
x20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 2 -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
O ™ %

S 5 ous %20 = 0 if x20 < 0 else x20

x21 = O if x21 < 0 else x21

VTSA 2024 Formal Methods for Machine Learning Pipelines

x30 = 026*x20+033*x21 + 0.45
X31 —142*x20+040*x21 + (-0.45)

return * if x31|< 30 else ,

' too many disjunctions!
[ ]
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Abstract Interpretation Recipe

mathematical models

of the program behavior
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Hierarchy of Semantics

a_, IM] ., dependency semantics
{(M]). o
A %
a, [M]. outcome semantics
(M) a
%
{IM]} collecting semantics

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Pa ral Iel Sem a nti CS ' partitioning a set of traces

that satisfies dependency
fairness with respect to the

non-sensitive inputs yields
e Sets of traces that also satisfy
e dependency fairness

Qo000

Caterina Urban
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Pa ral Iel Sem a nti CS ' partitioning a set of traces

that satisfies dependency
fairness with respect to the
non-sensitive inputs yields
sets of traces that also satisfy
dependency fairness

Depe n de n cy Se m a nti cs ' partitioning with respect to

the outcome classification
induces a partition of the
space of values of the input
nodes used for classification

Ml:g?l@VAaBe [[M]],q (AO)#Bw:AOl#,nBoLE,:@)

Lemma

I I Iy _—
MEZF < VIel: VA Be (M., (AC{);&BG)=>AO|#0BO|# %)

' ipeli terina Urban
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Abstract Interpretation Recipe
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and Backward Analysis

(D partition the space of values of the non-sensitive input nodes

>
8

VTSA 2024

®) proceed forwards from all
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Forward and Analysis

(D partition the space of values of the non-sensitive input nodes

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns

@ proceed backwards for
/ each activation pattern

VTSA 2024 Formal Methods for Machine Learning Pipelines
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Abstract Interpretation Recipe

practical tools

targeting specific programs
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/|

VTSA 2024

Forward Analysis

(D partition the space of values of the non-sensitive input nodes

©OC e C

Formal Methods for Machine Learning Pipelines

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns
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=0.25
=2

x00 = input()
x01 = input()

x10 = =0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25" x00 + (-0.64) * xO1 + 1.88

< ’ . x10 = 0 if x10 < O else x10
) T 0.00 x11 = 0if x11 < 0 else x11
x20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 2 -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
S N 2
Q" %‘) -0.45 x20 =0 I: x20 < 0 e:se x20
W . W x21 = 0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31 =1.42 " x20 + 0.40 * x21 + (-0.45)

return * if x31 < 30 else ,

N
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=0.25
=2

x00 = input()
x01 = input()

x10 = =0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25" x00 + (-0.64) * xO1 + 1.88

2 ’ > - 049 x10 = 0 if x10 < O else x10
) T 0.00 x11 = 0if x11 < 0 else x11
x20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 2 -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
S N g
Q" %‘) -0.45 x20 = 0 if x20 < 0 else x20

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31 =1.42 " x20 + 0.40 * x21 + (-0.45)

- 0.69 N x21 =0 if x21 < 0 else x21
.* if x31‘< 30 else ,

return

VTSA 2024 Formal Methods for Machine Learning Pipelines
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calability-vs-Precision Tradeoff

P D

v\.- 5 D, o 17 inputs

_ _ 4HL*5N

» - - 2 classes
@ 86% accuracy

® BOXES A SYMBOLIC * DEEPPOLY
L U
INPUT |C] |F| TIME INPUT  |C] |F| TIME INPUT  |C| |F| TIME

4 15.28% 37 0 0 8s 58.33% 79 8 20 1m 26s 69.79% 115 10 39 3m 18s

0.5 6 17.01% 39 6 6 51s 69.10% 129 | 22 61 5m 41s 80.56% 104 | 23 51 7m 53s
8 51.39% 90 28 85 12m 2s 82.64% 88 31 67 12m 35s 91.32% 84 27 56 19m 33s

10 | 79.86% 89 34 89 34m 15s 93.06% 98 40 83 42m 32s 96.88% 83 29 58 43m 39s

4 59.09% 1115 20 415 54m 32s 95.94% 884 | 39 484 54m 31s 98.26% 540 65 293 14m 29s

0.25 6 83.77% 1404 79 944 37m 19s 98.68% 634 | 66 376 23m 31s 99.70% 322 79 205 13m 25s
8 96.07% 869 140 761 1h 7m 29s 99.72% 310 | 67 247 | 1h 3m 33s 99.98% 247 69 177 22m 52s

10 | 99.54% 409 93 403 1h 35m 20s | 99.98% 195 | 52 176 | 1h2m 13s | 100.00% 111 47 87 34m 56s

4 97.13% 12449 | 200 9519 | 3h 33m 48s | 99.99% 1101 | 60 685 47m 46s 99.99% 768 | 81 415 19m 1s

0.125 6 99.83% 5919 | 276 4460 3h 23m 100.00% 988 | 77 606 26m 47s 100.00% 489 80 298 16m 54s
8 99.98% 1926 | 203 1568 | 2h 14m 25s | 100.00% 404 | 73 309 46m 31s 100.00% 175 57 129 20m 11s

10 | 100.00% 428 95 427 1h 39m 31s | 100.00% 151 | 53 141 57m 32s 100.00% 80 39 62 28m 33s
4 | 100.00% 19299 | 295 15446 | 6h 13m 24s | 100.00% 1397 | 60 885 40m 5s 100.00% 766 | 87 425 | 16m 41s

0 6 | 100.00% 4843 | 280 3679 2h 24m7s | 100.00% 763 | 66 446 35m 24s 100.00% 401 81 242 32m 29s
8 | 100.00% 1919 | 208 1567 2h 9m 59s | 100.00% 404 | 73 309 45m 48s 100.00% 193 | 68 144 24m 16s

10 | 100.00% 486 102 475 1h41m 3s | 100.00% 217 | 55 192 | 1h2m 11s | 100.00% 121 50 91 30m 53s
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Seeded Bias

: & ) o 17 inputs 17 inputs
4HL*5N 4HL*5N
- - - 2 classes 2 classes
O 71% accuracy 65% accuracy
- DEEPPOLY
CREDIT FAIR DATA BIASED DATA
U | Bias |[C| |F| TIME U | Bias |[C| |F| TIME
8 0.33% 170 21 25 3m 40s 8 0.79% 260 | 42 53 5m 42s
6 0.17% 211 10 10 4m 5s 4 0.31% 218 9 20 1m 6s
2 0.09% 176 4 5 14s 12 0.82% 271 53 61 18m 18s
< 1000 7 0.15% 212 9 9 1m 31s 4 0.42% 242 21 28 1m 36s
o 3 0.23% 217 8 15 32s 10 0.95% 260 | 42 67 3m 2s
12 0.30% 213 17 23 5m 45s 2 0.41% 226 20 26 1m 56s
6 0.20% 193 11 11 52s 3 0.48% 228 19 34 39s
5 0.16% 193 9 10 10s 1 0.09% 206 5 5 51s
MIN 0.09% 10s 0.09% 39s
MEDIAN 0.19% 1m 12s 0.45% 1m 46s
MAX 0.33% 5m 45s 0.95% 18m 18s

10 | 12.08% 321 | 85 150 10m 30s 11 | 27.59% 498 | 234 333 | 1h 16m 41s
11| 7.43% 329 | 75 125 22m 33s 7 | 30.77% 394 | 70 228 6m 34s

2 2.21% 217 | 15 16 39s 7 | 33.17% 435 | 185 327 | 6h 51m 50s
> 1000 10 | 4.29% 239 | 24 33 4m 4s 6 | 16.45% 448 | 162 260 18m 25s
4 9.73% 268 | 29 87 4m Os 13 | 30.17% 418 | 141 332 43m 12s
14 | 14.96% 403 | 116 231 | 1h9m45s | 5 | 17.24% 460 | 91 217 12m 53s
7 5.83% 313 | 92 115 4m 17s 8 | 19.23% 363 | 79 189 7m 24s
9 4.61% 264 | 50 74 5m 38s 2 4.52% 331 | 45 95 4m 44s
MIN 2.21% 39s 4.52% 4m 44s
MEDIAN 6.63% 4m 58s 23.41% 15m 39s
MAX 14.96% 1h 9m 45s 31.17% 6h 51m 50s
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Bias Queries

DEEPPOLY
QUERY FAIR DATA BIASED DATA
U | Bias |C| |F| TIME U | Bras |C| |F| TIME
10 | 023% 71 | 18 20 | 1h11m43s | 10 | 0.83% 43 | 15 33 2h 5m 5s i .
10 | 0.75% 33 | 14 16 10m 33s 10 | 6.48% 63 | 25 34 8m 46s  aa\ -
10 | 0.22% 34 | 17 22 52m 29s 10 | 1.15% 33 | 10 14 11m 58s D, A W, ’
AGE<25 |10 0.24% 118 | 28 29 42m 2s 10 | 0.42% 31 | 13 30 10m 51s
RACE BIAS? | 10 | 0.31% 117 | 49 54 1h Om 2s 10 | 0.12% 37 | 11 16 18m 18s < A ~
10 | 0.33% 59 | 18 21 53m 29s 10 | 227% 33 | 16 24 1h 4m 35s O
10 | 1.19% 39 | 17 23 9m 39s 10 | 3.41% 133 | 92 102 33m 43s
10 | 2.12% 33 | 17 31 5m 18s 10 | 0.18% 33 | 12 17 14m 58s : - )
MIN 0.22% 5m 18s 0.12% 8m 46s -
MEDIAN 0.32% 47m 16s 0.99% 16m 38s .
MAX 2.12% 1h 11m 43s 6.48% 2h 5m 5s 19 inputs
10 | 3.86% 242 | 96 180 | 2h30m 23s 10 | 5.22% 204 | 65 180 | 3h25m 21s 4HL*5N
10 | 8.84% 100 | 45 77 19m 47s 10 | 12.38% 387 | 152 318 40m 49s
10 | 8.14% 204 | 47 143 28m 12s 10 | 7.10% 181 | 63 142 20m 51s 3 classes
MALE 10 | 2.70% 563 | 168 232 | 1h49m9s | 10 | 6.90% 96 | 23 95 | 1h21m 37s 55% | 56% accuracy
AGE BIAS? | 10 | 4.65% 545 | 280 415 | 1h33m36s | 10 | 6.14% 157 | 62 110 27m 43s
10 | 5.77% 217 | 68 154 | 1h35m25s | 10 | 8.10% 345 | 61 284 47m 9s
10 | 7.76% 252 | 62 226 23m 10s 10 | 6.78% 251 | 141 223 50m 13s
10 | 8.70% 267 | 90 266 53m 26s 10 | 12.88% 257 | 124 228 47m 46s
MIN 2.70% 19m 47s 5.22% 20m 51s
MEDIAN 6.77% 1h 13m 31s 7.00% 47m 28s
MAX 8.84% 2h 20m 23s 12.88% 3h 25m 21s
11 | 2.18% 106 | 21 53 | 2h32m44s | 11| 292% 86 | 26 69 | 2h26m 20s
7 | 3.66% 105 | 38 55 18m 26s 11| 6.95% 108 | 33 71 15m 29s
11 | 2.73% 100 | 32 57 39m 5s 14 | 4.43% 69 | 12 51 1h 47m 5s
CAUCASIAN | 17 | 2.19% 101 | 28 57 | 16h19m14s | 7 | 3.40% 83 | 21 82 20m 1s
PRIORS BIAS? | 19 | 3.17% 86 | 30 53 | 52h10m2s | 13 | 3.09% 96 | 24 58 1h 8m 4s
11 [ 245% 94 | 26 52 | 2h18m42s |14 | 5.79% 99 | 45 87 1h 51m 2s
15| 3.94% 87 | 29 52 | 2h39m18s |17 | 5.10% 110 | 73 94 | 17h 48m 22s
15(536% 90 | 35 89 | 3h4lm16s | 14 | 3.99% 97 | 38 65 1h 21m 8s
MIN 2.18% 18m 26s 2.92% 15m 29s
MEDIAN 2.95% 2h 36m 1s 4.21% 1h 34m 7s
MAX 5.36% 52h 10m 2s 6.95% 17h 48m 22s
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Scalability wrt Model Size

- p— - 23 inputs 23 inputs 23 inputs 23 inputs 23 inputs
v — v 2HL*5N 4HL*3N 4HL*5N 4HL*10N O9HL*5N
O 2 classes 2 classes 2 classes 2 classes 2 classes
M U BOXES SYMBOLIC DEEPPOLY
M| iNpUT  |C| |F| TIME INPUT  |C| |F| TIME iNpUT  |C| |F| TIME
4 | 88.26% 1482 | 77 1136 | 33m55s | 95.14% 1132 | 65 686 19m 5s 93.99% 1894 | 77 992 29m 558
10 6 | 99.51% 769 | 51 723 | 1h10m25s | 99.93% 578 | 47 447 39m 8s 99.83% 1620 | 54 1042 | 1h 24m 24s
o) X:) 8 | 100.00% 152 | 19 143 | 3h47m 23s | 100.00% 174 | 18 146 th51m2s | 100.00% 1170 | 26 824 | 8h2m 27s
10 | 100.00% 1 1 1 55m 58s | 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
49.83% 719 | 9 329 | 13m43s | 72.29% 1177 | 11 559 24m 9s 60.52% 1498 | 14 423 10m 32s
12 6 | 72.74% 1197 | 15 929 | 2h6m49s | 98.54% 333 | 7 195 20m 46s 66.46% 1653 | 17 594 15m 44s
A AL 8 | 98.68% 342 | 9 284 | 1h46m43s | 98.78% 323 | 9 190 | 1h27m18s | 70.87% 1764 | 18 724 | 2h 19m 11s
10 | 99.06% 313 260 | 1h21m47s | 99.06% 307 182 | 1h13m55s | 80.76% 1639 | 18 1007 | 3h22m 11s
4 | 38.92% 1044 | 18 39 2m 6s 51.01% 933 | 31 92 15m 28s 49.62% 1081 | 34 79 3m 2s
20 6 | 46.22% 1123 | 62 255 | 20m51s | 61.60% 916 | 67 405 44m 40s 59.20% 1335 | 90 356 22m 13s
X 8 | 64.24% 1111 | 96 792 | 2h24m51s | 74.27% 1125 | 78 780 | 3h26m20s | 69.69% 1574 | 127 652 5h 6m 7s
10 | 85.90% 1390 | 71 1339 >13h | $9-89%_ 1435 | 60 1157 |  >13h— | 76.25% 1711 | 148 839 | 4h36m 23s
4 | 0.35% 10 |0 0 1m39s /A 34.62% 768 | 1 1 6m56s N\ 26.39% 648 2 3 10m 11s
40 6 0.35% 10 |0 0 1m 38s 34.76% 817 | 4 5 43m 53s 26.74% 592 8 10 | 1h23m11s
OM< 8 0.42% 12 |1 2 14m37s| | 35.56% 840 | 21 28 2h 48m 15s | |27.74% 686 | 32 42 2h 43m 2s
10 | 0.80% 23 |10 13 | 1h48m434 | 37.19% 880 | 50 75 | 11h32m 21s | [30.56% 699 | 83 121 >13h
4 1.74% 50 | 0 0 1m 38s 41.98% 891 | 14 49 10m 14s 36.60% 805 6 8 2m 47s
45 6 2.50% 72 | 3 22 4m 35s 45.00% 822 | 32 143 45m 42s 38.06% 847 | 25 50 5m 7s
O * 8 9.83% 282 | 25 234 | 25m30s || 47.78% 651 | 46 229 1h 14m 5s 42.53% 975 | 74 180 25m 1s
10 | 18.68% 522 | 33 488 | 1h51m24s\ 49.62% 714 | 51 294 | 3h23m 20s / 48.68% 1087 | 110 373 | 1h 58m 34s
N— —
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Scalability wrt In

U

pace Size

|M| UERY BOXES SYMBOLIC DEEPPOLY
o INPUT |C| |F| TIME INPUT |C| |F| TIME INPUT |C] |F| TIME
F , 99'931% 11 0 0 3m 5s 99'961,% 17 0 0 3m 2s 99'957% 10 0 0 2m 36s
0.009% 0.009% 0.009% 0.009%
E , 99583% o1 |0 o 3m 6s 99’783% 89 0 0 3m 10s 99’753.% 74 0 0 2m 44s
0.104% 0.104% 0.104% 0.104%
D i 97'91?% 151 0 0 2m 56s 99'258»% 297 0 0 3m 41s 98'984% 477 0 0 2m 58s
0 1.042% 1.020% 1.034% 1.031%
¢ . 83'503% 506 2 3 2h 1m 95'48?% 885 25 34 >13h 93'22‘?% 1145 | 23 33 | 12h 57m 37s
8.333% 6.958% 7.956% 7.768%
B 25.634 . .
, g 63 % 5516 7 11 1h 28m 6s eec 4917 | 123 182 >13h FELER 7139 | 117 152 >13h
50% 12.817% 38.281% 31.953%
A .052 1. 43.
, 0.05 % 12 0 0 25m 51s 6 385% 5156 73 102 10h 25m 2s 3 698% 4757 68 88 >13h
100% 0.052% 61.385% 43.698%
F ERRITG 6 0 0 3m 15s A 9 0 0 3m 35s 99931% 6 0 0 3m 30s
0.009% 0.009% 0.009% 0.009%
BT b0 0 | amees | TR e [0 0 emaas | PP g 0 0 |
0.104% 0.104% 0.104% 0.104%
b , 97'91?% 151 | 0O 0 6m 18s 98’247% 597 0 0 21m 9s SR 301 0 0 9m 35s
320 1.042% 1.020% 1.024% 1.020%
¢ 83.333% 120 0 0 30m 37s SR 755 0 0 1h 36m 35s 83'342% 483 0 0 52m 29s
8.333% 6.944% 7.358% 6.945%
B‘, 25'000% 5744 | 0 0 2h 24m 36s 46'063% 4676 0 0 7h 25m 57s 25'074% 5762 4 4 >13h
50% 12.500% 23.032% 12.537%
A O'OOQ% 0 0 0 2h 54m 25s 24'255% 2436 0 0 9h 41m 36s 9'017% 4 0 0 5h 3m 33s
100% 0.000% 24.258% 0.017%
F ‘ LRI 11 0 0 7m 35s 99'942% 10 0 0 24m 42s 99931% 6 0 0 7m 6s
0.009% 0.009% 0.009% 0.009%
E ‘, 99.583% 1 1o o 1510 495 99.674% - . . S1m 526 99.583% a1 0 0 15m 14
0.104% 0.104% 0.104% 0.104%
91 . 91
,D , 7.9 ?% 151 0 0 1h 49s %8 668% 557 0 0 3h 31m 45s o7 9 ,7,% 301 0 0 1h 3m 33s
1280 1.042% 1.020% 1.028% 1.020%
¢ , SEHERRYG 481 0 0 7h 11m 39s - - - - >13h 83’333% 481 0 0 7h 12m 57s
8.333% 6.944% 6.944%
E - - - - >13h = = - — >13h = = - — >13h
50%
A - — — — >13h - — - - >13h - — - - >13h
100%
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Scalability-vs-Precision Tradeoff

23 inputs
4HL*5N
2 classes

L

37,9 % 48,8 % | VA 46,5 % AL +10,3%

: s92%
0.5
5 41,0% 56,1 % | slEeira | 53,1 % WAL +11,9%
: 870%
5

70,6 % [ ke 81,8% 81,4 % RCIANS + 3,4%

831% 917% 91.6% +3,2%
- E=m
47s 60s 96s 37s m

0.25

+ 23-59s
+ 99-278s
- 20s / + 36-138s

0.5
246s /36s 557s 362s

498s 554s 396s 420s
3369s 2674s 2840s 2920s 3716s + 796-1042s
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3
5
3
5

VTSA 2024 Formal Methods for Machine Learning Pipelines



Forward and Backward Analysis
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Scalability-vs-Precision Tradeoff

23 inputs
4HL*5N
2 classes

-lm
o 37.9% 488 % 46,5 %
5 410% 561 % 53,1 %

s 3 T06% 81,8% 81,4 %
831%  917% 916 %

36s 60s 425 98s  95s 37s  30s -

5 246s 2485 7365 550 5575 2275 362s 2375 [N
3 498s 3405 554s 3555 396s 3205 4205 3205 IR
5 336951603 2674512685 2840513285 2920515545 1.9x - 2.8x FASTER
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Other ML Models
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Support Vector Machines (SVMs)
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Support Vector Machines (SVMs)

-~ —1
A ]

vl —_ (_05,1)

o

Coyp(x) = sgn (SVM(x)) = sgn (—1* 0.5, -x) + 1#0.5(0, - x))

A
v, =(0.5,—1)
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Non-Linear SVMs
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Formal Methods for ML

2015
2016
2017
2018
2019
2020
2021
2022
2023

0 350 700

Results for “neural network robustnes

-
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SVM Explainability
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Explainability

software

audience

abstract interpretation
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Static Analysis Methods
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Feature Importance Measures

X X X X
X X X X X

X
X
Abstract Feature Importance (AFlI) -_

X X X X
X X X X X X X X X X
X X X X

X
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Abstract Feature Importance:....

result may greatly vary depending on the dataset
e resource intensive when the number of feg
* misleading result when feature
quality of the result hegi accuracy

eeS
A\ S il
- rg uaf #TUl optimal neighborhood:
Local Interpretable Model-Agnostic e NO Y easily manipulable explanations

Explanations (L||\/|E) 3 b“‘\_ ihat the det_:ision boundary is Iingar_' at the local level,
Se“se put there is no theoretically guarantee that this is the case
e

ﬁN\aK

-~rlanations (SHAP)

Permutation Feature Importance (PFI)

e Shapley values estimations depend on the dataset
assumes that features are independent
has a very high computational cost, even for small models

yields a formally correct by construction approximation
 does not depend from a dataset nor the accuracy of the model
+ extremely fast to compute, whatever the number of features

« supports both linear and non-linear kernel functions

Abstract Feature Importance (AFlI)
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Abstract Interpretation of SVMs...

@A

n
agy + 2 ae; +ae, | aya,...a, R, a € Ry
i=1
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Abstract Interpretation of SVMs

Vi Vo
" (=0.5,1)
0,8
(RAF)" SVA{ (x) S RAF, e > |

(=0.5¢,, 0.75 — 0.25¢,) —0.75 — 0.25¢; + 0.25¢

SVM*((=0.5¢,, 0.75 — 0.25¢,))
= 0. 9(=0.5(=0.5¢,)+1(0.75 = 0.25¢,))+0 5(0.5(=0.5¢,)— 1(0.75 — 0.25¢,))
= 050075 4+ 0.25¢, — 0.256,))+0 S(=0.75 — 0.25¢, + 0.25¢,))

= —0.75 - 0.25¢; + 0.25¢,
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Abstract Feature Importance:....

n
agy + z €;+ae,|apa,...a, €R,a, € Rzo} U { Trap }
i=1
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" (-05.1)

A
v, = (0.5,— 1)

VTSA 2024

SVMF(x*)

SVME((ey, €5))
= —0.5(=0.5¢;+1€,)+0.5(0.5¢,—1¢,)
= 0.25¢; — 0.5¢, + 0.25¢, — 0.5¢,

= 0.5¢; — ¢,
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AFl vs PFI

Grade for each feature

Baseline (13.55s) (5|5 |5(6|6|7|7|7|7|8| Distance
Linear AFI (0.015s) S|5(5/6|6|7 87|78 1.0

PFI (4.075s) S5|5(6(7[7]19(6|6|T7|7 3.16

Baseline (17.98s) [5(5|5|6|6|7|7|7)|8]|8]| Distance
RBF AFI (0.02s) 5/6/5(6(6|3|7|7|8|7 1.73

PFI (6.23s) 61718516787 |6[7]5 4.24

Baseline (15.83s) (55|56 |7 |7|7|7|7|8| Distance
Polynomial || AFI (0.015s) 71617171576 |6|5|8| 4.47

PFI (4.15s) 6171917167 |5]6]6]6 5.74
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AFl vs PFI

Baseline N =2k|N = 10k|N = 2k|N = 10k|N = 2k|N = 5k|N = 10k|N = 2k|N = 5k|N = 10k
€e=02]e=02]e=04]€e=04]|e=06|e=06|€e=06|e=08|e=08|¢€=0.8
Adult AFI (0.27s) 0.0 0.0 1.0 0.0 1.0 1.41 1.0 1.0 1.41 1.0
Linear PFI (10009s)| 2.45 2.45 2.24 2.45 2.24 1.41 2.24 2.24 1.41 2.24
Adult AFI (0.48s) 1.0 1.41 1.41 1.41 1.73 1.73 1.41 1.41 1.41 1.41
RBF PFI (25221s)| 1.73 2.45 2.45 2.0 2.65 2.65 2.45 2.45 2.45 2.45
Adult AFI (0.44s) 1.0 1.0 0.0 1.41 0.0 0.0 0.0 0.0 0.0 0.0
Polynomial |PFI (9985s) 1.0 1.0 1.41 1.0 1.41 1.41 1.41 1.41 1.41 1.41
Compas |AFI (0.22s) 1.41 1.41 1.73 1.73 1.41 1.73 1.41 1.41 1.41 1.73
Linear PFI (1953s) 1.73 1.73 2.0 2.0 2.24 2.0 2.24 2.24 2.24 2.83
Compas |AFI (0.27s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
RBF PFI (6827s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
Compas |AFI(0.22s) | 4.24 4.24 4.12 4.12 4.24 4.24 4.24 4.24 4.24 4.24
Polynomial |PFI (2069s) | 2.45 245 3.0 3.0 3.74 3.74 3.74 3.74 3.74 3.74
German |AFI (0.01s) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.41 1.73 1.41
Linear PFI (4.07s) 3.16 3.46 3.16 3.16 3.16 3.16 3.16 3.6 3.74 3.0
German |AFI (0.02s) 1.73 1.0 1.73 1.73 2.0 1.41 1.73 1.73 2.0 2.24
RBF PFI (6.23s) 4.0 3.46 4.24 4.24 4.36 3.61 4.24 4.24 4.36 4.47
German |AFI (0.01s) | 4.90 4.12 4.47 3.87 3.87 4.24 3.46 3.46 3.46 3.46
Polynomial |PFI (4.15s) 5.74 5.10 5.74 4.69 4.69 5.0 4.58 4.58 4.58 4.58

VTSA 2024
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AFl vs LIME

Distance between Adult Compas German

LIME and ... Lin. |RBF |Poly |Lin. |RBF |Poly |Lin. |RBF |Poly
AFI (e = 0.1) 2.42 (2.04 {298 [1.67 |1.06 [3.05 |2.62 (2.03 |5.31
AFI (e = 0.2) 1.68 |1.32 (2.67 [1.63 |0.17 |2.73 |2.21 (2.00 [5.41
AFI (e = 0.3) 1.39 [0.51 |2.58 (1.57 |0.14 (2.62 |1.92 (2.05 |5.45
AFI (Global) 1.37 |0.01 |1.01 |1.57 |0.13 [3.16 |1.90 [1.89 |5.53

VTSA 2024
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Decision Tree Ensembles

e e

- A. Kantchelian, J. D. Tygar, and A. Joseph. Evasion and Hardening of Tree Ensemble
Classifiers. In ICML 2016.

H. Chen, H. Zhang, S. Sj, Y. Li, D. Boning, and C.-J. Hsieh. Robustness Verification of
Tree-based Models. In NeurlPS 2019.
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Decision Tree Ensembles

- N. Sato, H. Kuruma, Y. Nakagawa, and H. Ogawa. Formal Verification of
Decision-Tree Ensemble Model and Detection of its Violating-Input-Value
Ranges. 2020.

safety verification

- G. Einziger, M. Goldstein, Y. Sa’ar, and l. Segall. Verifying Robustness of
Gradient Boosted Models. In AAAI 2019.

- J. Tornblom and S. Nadjm-Tehrani. Formal Verification of Input-Output
Mappings of Tree Ensembles. 2020.
F. Ranzato and M. Zanella. Abstract Interpretation of Decision Tree
Ensemble Classifiers. In AAAI 2020.
S. Calzavara, P. Ferrara, and C. Lucchese. Certifying Decision Trees
Against Evasion Attacks by Program Analysis. In ESORICS 2020.
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Formal Methods
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Formal Methods for Training

software

audience

abstract interpretation
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Robust Training

. {" £ 97 , 9
min. B, _Jél?fi) (f(0,x) y)_
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Robust Training

Adversarial Training Certified Training

Lower Bound on the Upper Bound on the
Worst-Case Loss Worst-Case Loss
.. ' ' . ° «* %% ° .
o max L(f(0,x'),y) max L(f(0,x),y) 7 L
x'€C(x) x’'€C(x) 4 !
‘ ........... -‘. /\l 1 . :
........ ° VI : .
® L(f(0,Xaqv),Yy) Loer(f(0,%),y) | o

-} generate adversarial inputs use upper bound as regularizer
¢ and use them as training data g Lo encourage robustness
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Certified Training

- M. Andriushchenko, and M. Hein. Provably Robust Boosted Decision
Stumps and Trees Against Adversarial Attacks. In NeurlPS 2019.
decision trees

« M. Hein and M. Andriushchenko. Formal Guarantees on the Robustness

of a Classifier Against Adversarial Manipulation. In NeurlPS 2017.
E. Wong and Z. Kolter. Provable Defenses Against Adversarial Examples

via the Convex Outer Adversarial Polytope. In ICML, 2018.
A. Raghunathan, J. Steinhardt, and P. Liang. Certified Defenses against

Adversarial Examples. In ICML, 2018.
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Certified Training

- M. Mirman, T. Gehr, and M. Vechev. Differentiable Abstract Interpretation
for Provably Robust Neural Networks In ICML 2018.

- F. Ranzato and M. Zanella. Genetic Adversarial Training of Decision Trees.
In GECCO 2021.

decision trees
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Certified Training

Table 7: Comparison of the standard (Acc.), adversarial (Adv. Acc), and certified (Cert. Acc.) accuracy for
different certified training methods on the full CIFAR-10 test set. We use MN-BAB (Ferrari et al., 2022) to
compute all certified and adversarial accuracies.

[ Training Method Source Acc. [%] Adv. Acc. [%] Cert. Acc. [%]

COLT Balunovic & Vechev (2020) 78.42 66.17 61.02

2/255 CROWN-IBP Zhang et al. (2020)" 71.27 59.58 58.19
IBP Shi et al. (2021) - - -
SABR this work 79.52 65.76 62.57
COLT Balunovic & Vechev (2020) 51.69 31.81 27.60

8/255 CROWN-IBP Zhang et al. (2020)" 45.41 33.33 33.18
IBP Shi et al. (2021) A8 4 35.30
SABR this work 52.00 35.70 35.25

RoBusTBENCH Leaderboards Paper FAQ Contribute Model Zoo %

Leaderboard: CIFAR-10, £,, = 8/255, untargeted attack

Show 15 ¥ entries Search:
Ex
R Standar
AutoAttack Best known AA eval. tr .
a d . Architectur
o Method robust robust potentially a Venue
n accurac . e
" accuracy accuracy unreliable da
Yy
ta

Robust Principles: Architectural Design Principles for ' )
v = RaWideResNet- BMVC
1 Adversarially Robust CNNs 93.27% 71.07% 71.07% X X 70-16 2023

It uses additional 50M synthetic images in training.
VTSA 2024 Formal Methods for Machine Learning Pipelines Caterina Urban




Robust Training

bird airplane frog

Original
| Qriginal

Standard
Standard

Adversarial Training

.
™
l-trained

l.-trained

Certified Training

Fig. 6. Input Image Fig. 7. Integrated Gradients
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Robust Training

Adversarial Training Certified Training

Minimizing a Lower Bound on the Minimizing an Upper Bound on the
Worst-Case Loss for Each Input Worst-Case Loss for Each Input

Hybrid Training

(1 o &)E(f(ga Xadv)7 y) T« £Ver(f(97 X)a y)
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Hybrid Training ...,

FATT Natural CART CART with Hints

Dataset : : . : . .

Accuracy % Fairness % Size | Accuracy % Fairness % Size | Accuracy % Fairness % Size
Adult 80.84 95.21 43 85.32 77.56 270 84.77 87.46 47
Compas 64.11 85.98 75 65.91 22.25 56 65.91 22.25 56
Crime 79.45 75.19 11 77.69 24.31 48 77.44 60.65 8
German 72.00 99.50 2 75.50 57.50 115 73.50 86.00 4
Health 77.87 97.03 84 83.85 79.98 2371 82.25 93.64 100
Average 74.85 90.58 43 77.65 52.32 572 76.77 70.00 43

VTSA 2024 Formal Methods for Machine Learning Pipelines




Hybrid Training

- Mark Niklas Muller, Franziska Eckert, Marc Fischer, and Martin Vechev.
Certified training: Small Boxes Are All You Need. In ICLR, 2023.

- Alessandro De Palma, Rudy Bunel, Krishnamurthy Dvijotham, M.
Pawan Kumar, Robert Stanforth, Alessio Lomuscio. Expressive Losses
for Verified Robustness via Convex Combinations. In ICLR, 2024.

expressive losses
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Formal Methods
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https://hbr.org/2012/10/data-scientist-the-sexiest-job-of-the-21st-century

Data SCientiStS Data Scientist: The Sexiest Job of

the 21st Century

Andrew McAfee and Erik Brynjolfsson

Mathematics
and Statistics

Data
Science

Andrew J Buboltz, silk screen on a page from a high school yearbook, 8.5" x 12", 2011 Tamar Cohen

Domain When Jonathan Goldman arrived for work in June 2006 at LinkedIn, the
Knowledge business networking_site, the place still felt like a start-up. The company
had just under 8 million accounts, and the number was growing quickly as
existing members invited their friends and colleagues to join. But users
weren't seeking out connections with the people who were already on the
site at the rate executives had expected. Something was apparently
missing in the social experience. As one LinkedIn manager put it, "It was
like arriving at a conference reception and realizing you don't know

|IK& ILLIAIUG 9f 9 couleleucs Lecebflou suq Leg|IsIuUA@ Aon qou, f KUOM

|

Wwie21ud 1U [ue 20C19] exbelisucs: Y2 oU6 IruKsalu 1wavugdst bnr i
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Jupyter Notebooks

localhost

: Ju pyte I Gradebook Last Checkpoint: a few seconds ago (autosaved) P Logout

File Edit View Insert Cell Kernel Help Trusted | Python3 O

B + < @& D 4 v PRun B C W Code

<
B

In [1]: import pandas as pd
In [2]: df = pd.read_csv('Grades.csv', index_col=0)
df.head()

Out[2]:
Name Q1 Q2 Q3

& netflixtechblog C
.COm

E 1.0, 'F': 0.0 }
.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

@ databricks.com

oo g g Jicoistocss Databricks for Data Science

An open and unified platform to collaboratively run all types of analytics workloads, from data preparation

u/Desperate-Walk1780 + Commented on 12 months:ago e to exploratory analysis and predictive analytics, at scale.

| can tell you that my job with 120+ data scientists + data analysts on our team, we
use jupyter on centos in prod. It actually is working out very well for us. Everyone
knows how to use it, we can let jr devs work in prod immediately. We also have a
very wide range of analysis types running from basic sql and pandas to spark
based machine learning. All in jupyter. Also jupyter is easy to configure to work in
security guidelines.

n Andlly

Bl e oemocume P . ® i * Chv = o Wlrwtt O

To demonstiate.

in this next ook, w8l i00d the <ilvar_tess_ctats

table from e Lases database that we craated n e previous Notenoock.

24 upvotes 5 replies : u/EnricoT0 + Commented on 12 months ago
My former employer uses notebooks in production for all DS tasks. My current
‘ employer does not. They are both big companies with large teams.
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Jupyter Notebooks

-
[1]1|d = genfromtxt('data.csv') /// '
- L]
¢
’
[2]1 selector = SelectKBest (k=25)
2|x = selector.fit_transform(d)
f
[311]|x = genfromtxt('data2.csv') J
-
& ™
[4]1 x_train, x_test, y_train, y_test =
2 train_test_split(x, ...)
- J
Al N
1|1lr = LogisticRegression()
(51, lr.fit(x_train, y_train)
3|ly_pred = 1lr.predict(x_test)
\ J

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Jupyter Notebooks

" N\
[1]1|d = genfromtxt('data.csv')
\ J
& N\
[2]1 selector = SelectKBest (k=25)
2|x = selector.fit_transform(d)
\ J
&
[311]|x = genfromtxt('data2.csv') J
\
p
[4]1 x_train, x_test, y_train, y_test = '
2 train_test_split(x, ...)
ke ®
¢
-
1|1r = LogisticRegression()
[51, lr.fit(x_train, y_train)
3|ly_pred = 1lr.predict(x_test)
\

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Jupyter Notebooks

" N\
[1]1|d = genfromtxt('data.csv')
\ J
& N\
[2]1 selector = SelectKBest (k=25)
2|x = selector.fit_transform(d)
\ J
&
[311]|x = genfromtxt('data2.csv') J
\
p
[4]1 x_train, x_test, y_train, y_test = '
2 train_test_split(x, ...)
ke ®
¢
-
1|1r = LogisticRegression()
[51, lr.fit(x_train, y_train)
3|ly_pred = 1lr.predict(x_test)
\

P. Suboti¢ et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Anomalously Unused Data
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(Un)used Data Analysis

software

property
abstract interpretation
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The Reinhart-Rogoff Paper

FAQ: Reinhart, Rogoff, and the Excel Error
That Changed History L

ByPeter Coy ¥ | Aprii18,2013  The Excel Depression

By PAUL KRUGMAN
Published: April 18, 2013 = @ 470 Comments

( 18'0‘ E
0 @ @ ‘ . @ In this age of information, math errors can lead to disaster. NASA’s FACEBOOK

Mars Orbiter crashed because engineers forgot to convert to metric  w TwiTTER
measurements; JPMorgan Chase’s “London Whale” venture went g

bad in part because modelers divided by a sum instead of an ———
average. So, did an Excel coding error destroy the economies of the glese
Western world? EMAIL
SHARE
@, Enlarge This Image 1 he story so far: At the beginning of
2010, two Harvard economists, ) PRINT
Carmen Reinhart and Kenneth @ RePRINTS

Rogoff, circulated a paper, “Growth

in a Time of Debt,” that purported to identify a critical
“threshold,” a tipping point, for government
indebtedness. Once debt exceeds 90 percent of gross
domestic product, they claimed, economic growth drops
off sharply.

Ms. Reinhart
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SCIENCE \ US & WORLD \ TECH \

England Covid-19 Cases Error

Excel spreadsheet error

blamed for UK's 16,000 missing
coronavirus cases

The case went missing after the spreadsheet hit its filesize limit
By James Vincent | Oct 5, 2020, 9:41am EDT

4 ) check for updates

ad's off il 2
6
- Covid1%: nly e
The BW

(,2);
E
@
>
N
peen (:OY\’Vc\C"ed ceissued g0 i)fod\ld %
: U= Lo
B 2020;37\:@389\ . f‘gur es ha m
Cite this as: B 10 mé/bm\mggg
rg/\0:
it b( ’3\1 o Qctober 202 E\\Sabeth N\a S (r)é 9 X
puot . y ; S eo
etal\S of g ‘a\ £ sb aus
transferr® fo Jating the 42
n .et th esS { Se(x
rror 10 C
gngland o !
Octobe’ erthe e e people M
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moxniﬁg 0
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Data Usage Static Analysis..:

practical tools
targeting specific programs

mathematical models
of the program behavior
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Data (Non-)Usage

N ;is the set of all programs P (or, rather, their semantics [ P]])
that do not use the value of the input variables in J

UNUSED(IPT) €' 7 e [P],V € BV th(J)# V=13rel[P]:

(Vi:i & J= 1,(0) = (i)
A =V
AL, =1

Intuitively: any possible program
outcome is possible from any value

of the input variable :

PEWN, s ([P} C W, PE W,

C [PI* e,

Caterina Urban

VTSA 2024 Formal Methods for Machine Learning Pipelines



Data (Non-) Usage

Not a Subset-Closed Property

_ Formal Methods for Machine Learning Pipelines
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Data Usage Static Analysis..:

Hierarchy of Semantics I

parallel semantics {[M]}L

~

EJCP 2024 Formal Methods for Machine Learning Pipelines

Of t' 1o MlYylalll vulidvivl

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Data Usage Static Analysis..:
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Data (Non-)Usage Abstractions

PE < [P S [PIF C
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english = bool(input() ...
math = bool(input()) <.l

passing = True

if not english: |
english — |21 |G o brereerrereee s rereeee e ERROR: english SHOULD BE passing
if not math: |
passing = False or bonus é
|f NOt Math: € e s s ERROR: math SHOULD BE science

passing = False or bonus

english science

® ==
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Ap

non-interference

analysis
e
{A} Ao A, Ax
collecting , e outcome , Y~ dependency strongly live
. < S .3 N R . :
semantics oe * semantics «.. * semantics yx variable analysis

\JQ
Aq

data usage
analysis
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Secure Information Flow |~

H-»t
L~ z
coincides with input data (hon-)usage
when the set J of unused input variables contains all input variables: H - w
. are variables
are variables

Q)(P\{c(‘l' usage -QOWS e =

;;;aggc"gu Or[skip] () & S
\ Orlz = e](S) £ {L ~y € § |y # 2} U{L = z | Ve[] )

/] . 9 L] f f‘a*'\ S m‘q~€,
' Op[if e: 51 else: s3](9) = rls1](5) Ur Or [s2](5) 1 VF[[e].]S i 6 rndependen'Hj
{L~z€eS|xzgW(s1) UW(s2)} otherwise d: Va3 \85 iNput va fableg
: Op[while e: s](S) = lfpSF Or[if e: s else: skip] vﬁmxjs <=>L~>xe S
| Or[s1 52](S) = Or[s2] o Or[s1](S) St of vam'ab'les Sem nhics - ation Flow
oeF modifed by Si g pe‘“““ e natysis of 1° *
4= { o H} r st of Secun l’q.le,\/els App\'lcauon o St t‘\‘e“ S‘f eFumy b
ann oftware aclays
L~ x obper\den% censtrain and I
F { L Baan >< " a ><3 N‘[ \lr\:;isssjfmo\ogy 5 f-‘rst.\a:tcg;‘:\lens,edu erde . Tron:
Stevens ‘1‘{ | oken. Usse . e etma eSup
@(:) C P/ Lj F> L abm.l' db%l‘ (') first |ast@steven d - C‘DRERE “e‘::’:fesu pelec
SA 2 Sz %‘F S 2 SZ_, glecemm\es apélec first\as
i oSe=f o Rm:\e:ra\esupe‘ed' cate. BY ¢
S—J L—JF 52. - S.A ﬂ S?_ first. last@c® redicat®:

if 1t \ c
* pograns O gpertes 2T Ggres U
_ NI Ve more 0" O gy on e
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Secure Information Flow |~

H -t
Lz
coincides with input data (hon-)usage
when the set J of unused input variables contains all input variables: H = w
. are variables
are variables
€z IIP]] F

Or II81]](S) g Op [[82]](5) if Vg [[e]]S

Or|[if e: lse: )=
r[if e: s1 else: s2](S5) {{wa€S|$€W(S1)UW(32)} otherwise

def

Or[while e: s](S) = lfp%F Or[if e: s else: skip]
Or[s1 52](S) = Or[s2] 0 Or[s1](S5)

..............................................................................................

: 35 RLRLELLELEELEEEEEEEEED L - passing, H -—» english, math, science, bonus
-passing = True 35 LICTTCPTTPICLIRTPPTEr L -+ passing, H -+ english, math, science, bonus
if not english:

. english = False 5 FCCTTTTECTTITIEeOERs L -+ passing, H - english, math, science, bonus
if not math:

passing = False or bonus | &=sressereresreranees H -+ english, math, science, bonus, passing

if not math:

: passing = False or bonus | =serreremseriaannes H -+ english, math, science, bonus, passing

VTSA 2024 Formal Methods for Machine Learning Pipelines
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Secure Information Flow |~

> 1
Lz
coincides with input data (hon-)usage
when the set J of unused input variables contains all input variables: o w
. are variables
. are variables
and the program is terminating , |[P]] F
"“lelnote]ea_nd
S = ski eleore
. - ‘ : ip I r=e [ ife: g else- . (expressions)
Or[skip]($) = S Slvhilecisfsy g o )
def ents
Or[z =¢€](S) ={L~yeS|y#z}U{L~ z | Vr[e]S}
Orp[if e: s1 else: s3](S) = Or[s1](S) Ur Or[s2](5) u VFII@],]S
{L~xz€S|xgW(s1)UW(s2)} otherwise
Op[while e: s](S) = lfp%F Or[if e: s else: skip]
Or[s1 52](S) = Orlsa] 0 Or[s1]1(S)
I8 RLLRLLLTEEECEEEEEEEEED L - passing, H -—» english, math, science, bonus
‘passing = True I LRI LL LR EEIEED L - passing, H -—» english, math, science, bonus
-while not english:
Gl = LR R L -+ passing, H -+ english, math, science, bonus
Theorem
PENt<[PIC | | CAHf
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collecting Ve outcome , T~ dependency strongly live
\ \
semantics ae ' semantics «.. 7  semantics variable analysis
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data usage
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Strong-Liveness t

a variable is if 2
it is used in an assignment to another strongly live variable
it is used in a statement other than an assignment

| e:::lelnote[eandeleore I[P]]X

S:::Skiplx:el

Ox[skip](S) = S ife: s else: g | while e: 4 [ss Eefptressions)
Statementg
@X[[:c = e: (S) def {(S \ {w}) U VARS(e) re S )

5 otherwise

Ox[if b: 51 else: s3](S) = vars(b) U Ox[s1](S) U Ox[s2](S)

o
(8) = Ox[s1] 0 Ox[s2](S)

Ox[s1 s2]

épassing — True 4 ...................... { bonus’ math, engliSh }
[if not english: 3 LLRCPTTITECEEVERELECED { bonus, math, english }
eng“sh = False T T ETT TP { bonUS, math }

if not math: D I TTTTITPTI TP { bonUS, math }

passing = False or bonus : «-sreeeereirennanannes { bonus, math }

if not math: IR TUTTITTERRTLLTIRes { bonus, math }

. passing = False or bonus | -==r-sereermennennees { bonus }

: { passing }

Caterina Urban
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Ap

non-interference

analysis
e
{A} Ao A, Ax
collecting , e outcome , Y~ dependency strongly live
. < S .3 N R . :
semantics oe * semantics «.. * semantics yx variable analysis

data usage
analysis

VTSA 2024 Formal Methods for Machine Learning Pipelines




Syntactic (Non-)Usage s

7 -» N
N
/ \ e U: used in the current scope (or an inner scope) w0 |w- U
S o ° S: used in an outer scope
\ / « O: used in an outer scope and overridden in the current scope
y » N: not used 6o lskipl(a) = g [[P]]Q

Oqlz = e](g) = assioN[z = €](g)

: _ Oq[if b: 51 else: s3](q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q) :
‘passing = True Liq POP o FILTER[] 0 Oq[s5] o PUSH(g) |
| | i Oq[while b: s](q) = lfptEQ Oq[if b: s else: skip] _

Oqls1 s2](q) = Oq[s1] o Oq[s2] ()

|f not english:
english = False e e PP PP

| C TTTTLLCL L L L L L LTI LT .......................... math, bOI"IUS, passing =3 S | math, bonus, passing =3
| @ .......................... math, bonus, passing = U
[if not math:
s .......................... math -» S, bonus -» U, passing = O I
passing = False or bonus :
: L .......................... math, bOhUS, passing b S | math, bonus’ passing > |
@ rrrssnssnssnssnsEasEs s EsEsEnaE R nnEnnn .......................... math, bonus, passing -» U
if not math:
[ T T T T T T T .......................... bonus - U, passing O] passing -» U
passing = False or bonus :
| e .......................... passing = S | passing = U
S TLTTTTTTTTTTTI T T T T T T T T T T T T T T T, TR TP P R RTEEOE passing - U

Caterina Urban
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Syntactic (Non-)Usage s

Z N
N
/ \ e U: used in the current scope (or an inner scope) wW—0O|w- U
S o ° S: used in an outer scope
\ / « O: used in an outer scope and overridden in the current scope
* N: not used [P,
N ; ; .
tre ioput vanables lish
ad science are defi otused
@t ST EEPPEPH PP RIS | math, bonus -+ U} passing -+ O
.passing = True
@ - rrrrarsrsssssssar s s s s s A A E R na .......................... math’ bonus’ paSS|ng NN U
if not english:
@ - -rrrrssssssssssssss s aann s .......................... math, bonus’ pass'ng RSN S | math’ bonus’ paSS|ng ) U
english = False
| @ - -rrrrsssrssssssssss s aann s .......................... math’ bonus’ pass'ng ) S | math’ bonus’ paSS|ng ) U
. ........................................... .................. - waath honus’ passing =
- lmim | ) =
assing = False or bonus : QlT =e](q) = as _ -
p.. ...... g ............................. eesneiieeead OQlif b: 5, 615e. ded s () f
J 1 Se: 82ﬂ(q) O J‘
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- »S|ly U
Syntactic (Non-)Usage o
z N
/ \ e U: used in the current scope (or an inner scope) w-0]|w- U
e S: used in an outer scope
« O: used in an outer scope and overridden in the current scope
\ / * N: not used [[P]]Q

e —
lelnote[eandeleore
def - S i= Sklpl.r‘ I

Oq[skip](q) = ¢ 1fe:selse: s |ynite . s|s (expressions)
: S
Oq[z = €](q) = AssiGN[z = €](q) (statements)

Oq[if b: 51 else: 53](q) = POP o FILTER[b] 0 Oq[s1] o PUSH(q)
Lig POP o FILTER[b] 0 Oq[s2] o PUSH(q)

Oq[while b: s](q) = Ifp=2 Oq[if b: s else: skip]
Oqls1 s2](q) = Oq[ls1] 0 Oqlls2](q)

> TETTPEPT T PTTTTTT TP passing ) O
paSS“’]g = True 4 ---------------------- passlng e U
:while not english:
: engllsh — False 4 ---------------------- paSSIng Y U
Theorem
PENT <[Pl C C N

Caterina Urban
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https://www.aisnakeoil.com/p/the—bait—and—switch—behind—ai—risk
Family separation in Allegheny county

In 2016, Allegheny county in Pennsylvania adopted the Allegheny Family

Screening Tool (AFST) to predict which children are at risk of maltreatment.
< AFST is used to decide which families should be investigated by social
sedler and Chﬂsto ' - . . . . .
| orss Sorele &7 workers. In these investigations, social workers can forcibly remove children
pstrac . wilin . :
. e v o from their families and place them in foster care, even if there are no
EveYY eal adt cnt GOE X
Onrefeﬂals e pra ction » : N
o ‘égxp;;sg;‘pz 4 allegations of abuse—only poverty-based neglect.
\\0:;335 \é)) a\(;{g \ rissg‘l
ich refer a easi! ces (-1) is . .
s et L Two years later, it was discovered that AFST suffered from data leakage,
ministr? e rkers t0 ¥ N s all
rwe\f re WO a © = . . . o, e
st nOT L i 58 Jeading to exaggerated claims about its performance. In addition, the tool was
dren M‘:ed'xc ion e Se data cal . . ) ey )
féii‘egeg e v 5 systematically biased against Black families. When questioned, the creators
Tty to 10 L crive -
ever he welfar S c;;n ©
area O1 © ity £h ;)W or B
those ¥ po oup . s = ¥ :
e 2 0% e 5% human decision-maker.
the Yexaﬂ“ I
L A\

trotted out the familiar defense that the final decision is always made by a

. n.
o w Vaithianath?
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Epic’s sepsis algorithm is going off the rails in the real

world. The use of these variables may explain why

B By Casey Ross W Sept. 27, 2021 https://www.aisnakeoil.com/p/the-bait-and-switch-behind-ai-risk

&

mm Epic’'s sepsis prediction debacle

| | Epicis alarge healthcare software company. It stores health data for over 300
million patients. In 2017, Epic released a sepsis prediction model. Over the

! next few years, it was deployed in hundreds of hospitals across the U.S.

| However, a 2021 study from researchers at the University of Michigan found
that Epic’s model vastly underperformed compared to the developer’s claims.

The tool's inputs included information about whether a patient was given
antibiotics. But if a patient is given antibiotics, they have already been

diagnosed with sepsis—making the tool’s prediction useless. These cases were
still counted as successes when the developer evaluated the tool, leading to

exaggerated claims about how well it performed. This is an example of data
| leakage, a common error in building Al tools.

Caterina Urban
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Data Leakage Analysisc....

o | WiLyrer
gt

chtaiusk_srabye

0 cavessan

practical tools
targeting specific programs

An Abstract Interpretation-Based
Data Leakage Static Analysis

ip Drobjakovic!, Pavle Suboti¢!, and Caterina Urban®

! Microsoft, Serbia
2 Inria & ENS | PSL, France

Abstract.
which oce

Data leakage is a well-known problem in machine learning
s when the training and testing datasets are not indepen-
dent. This phenomenon leads 1o overly optimistic accuracy estimates at
training time, followed by a significant drop in performance when mod-
els are deployed in the real world. This can be dangerous, notably when
models are used for isk prediction in high-stakes applications.

In this paper, we propose an abstract interpretation-based static analysis
to prove the absence of data leakage. We implemented it in the NBL
framework and we der

R
strate its performance and precision on 2111
Jupyter notebooks from the Kaggle competition platform.

1 Introduction

As artificial intelligence (AT) continues its unprecedented impact on society, en-
suring machine learning (ML) models are accurate is crucial. To this end, ML
models need to be correctly trained and tested. This iterative task is typically
performed within data science notebook environments [19.9]. A notable bug
that can be introduced during this process is known as a data leakage [15].
Data leaks have been identified as a pervasive problem by the data science
community [10,11,17]. Tn a number of recent cases data leakages crippled the
performance of real-world risk prediction systems with dangerous consequences
in high-stakes applications such as child welfare [1] and healthare [24]
Data leakages arise when dependent data is used to train and test a model

This can come in the form of ove

apping data sets or, more insidiously, by
library transformations that create indirect data dependencies.

Erample 1 (Motivating Ezample). Consider the following excerpt of a data sci-
n ence notebook (based on 569.ipynb from our benchmarks, and written in the
| I | I I I I small language that we introduce in Section 3.3)

data = read("data.csv")
X_norn

normalize (X)

X_train = X_norn.select [[[0.025 + Rimora] + 1. Risors] 1 11
X_test = X_norm.select[[0, ..., [0.025* Reuma110]
train(X_train)

of the program behavior

VTSA 2024
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(Un)expected Data Analysis
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abstract interpretation
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Unexpected Data

missing values

» extra values

VTSA 2024 Formal Methods for Machine Learning Pipelines Caterina Urban



Unexpected Data

localhost

: Ju pyte I Gradebook Last Checkpoint: a few seconds ago (autosaved)

File Edit View Insert Cell Keri

B+ =< @D 44 v PR N =T _
— - Ju pyte I Gradebook Last Checkpoint: a minute ago (unsavet

In [1]: import pandas as pd
File Edit View Insert Cell Kernel Help

In [2]: df = pd.read_csv('Grad
df.head()

Out[2]: In [1]: import pandas as pd
Name Q1 Q2 Q3

o tn tat: W = pdeen e (s, dnie
df.head()

B + < @ B 4 v PRn B C W Code |

2304 Alice A A A
Out[2]:
4583 Bobb F B B Name Q1 Q2 Q3
3956 Caroi F A C ID
9578 David D F @ 2394 Alice A

il 4583  Bob F
In [3]: grade2gpa = { 'A': 4.
df.iloc[:, df.columns

3956 Carol NaN

m > @ >
O O m >

b 9578 David D
In [4]: df['Mean'] = df.ilocl

In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }

In [5]: |es = pd.read_csv('Eméz df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2g;
In [6]: un = df.join(es) In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)
In [7]: res = un[["Email", "Nﬂ In [5]: es = pd.read_csv('Emails.csv', index_col=0)
res.head()
Out[7]: ) In [6]: un = df.join(es)
Email Mean
D In [7]): res = un[["Email", '"Mean"]l]

res.head()

2394 alice@uni.eu 4.0

Out[7]:
4583 bob@uni.eu 2.0 Email Mean
3956 carol@uni.eu 2.0 D
9578 david@uni.eu 1.0 2394 alice@uni.eu 4.0

— 4583 bob@unieu 2.0
3956 carol@uni.eu 3.0

9578 david@uni.eu 1.0

walCllilia Ul bal |l
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Unexpected Data

localhost

 Jupyter Gradebook Last Gheckpoint

: a few seconds ago (autosaved)

File Edit View Insert Cell Keri

+ < & D 2+ v PRin R -
AR Jupyter Gradebook Last Checkpoint: 2 minutes ago (unsavé

In [1]: import pandas as pd
File Edit View Insert Cell Kernel Help

In [2]: df = pd.read_csv('Gra(

B + £ @& D 4 v PRun B C » Code
df.head()

M |l

Out[2]:

Name Q1 Q2 Q3 = -
In [1]: import pandas as pd

D VTSA 2024 Formal Methods for Machine Learning Pipelines Caterina Urban
2304 Alice A A A In [2]: df = pd.read_csv('Grades.csv', index_col=0)
f.head
4583 Bob F B B d ad()
Oout([2]:
3956 Carol F A C
i ID Name Q1 Q2 Q3
9578 David D F C
2394 Alice A A A A
In [3]: grade2gpa = { 'A': 4.1 963 Bon v B 8 Nel
df.iloc[:, df.columns 3956 Carol F A C NaN
9578 David D F C NaN

In [4]: df['Mean'] = df.ilocl

In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }

In [5]: |es df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gj

pd.read_csv('Ema;

In [6]: un

df.join(es) In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)

In [7]: res = un[["Email", "M¢

res.hiead() In [5]: es = pd.read_csv('Emails.csv', index_col=0)
Out[7]: In [6]: un = df.join(es)
Email Mean
ID In [7]: res = un[["Email", "Mean"]]

res.h
2304 alice@unieu 4.0 es.head()

4583  bob@uni.eu 2.0 Out[7]:

Email Mean

3956 carol@uni.eu 2.0
2394 alice@uni.eu 4.0

9578 david@uni.eu 1.0

4583 bob@uni.eu 3.0

3956 carol@uni.eu 3.0

david@uni.eu 1.0
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Unexpected Data

localhost

.................................................... » duplicate values

 different format

“ different data

: a few seconds ago (autosaved)

 Jupyter Gradebook Last Gheckpoint

File Edit View Insert Cell Keri

+ xx @D 4+ v PRNn N -
A Jupyter Gradebook Last Checkpoint: 14 minutes ago (unsa

In [1]: import pandas as pd
File Edit View Insert Cell Kernel Help

In [2]: df = pd.read_csv('Gra(
df.head()

Out[2]: In [1]: import pandas as pd
Name Q1 Q2 Q3 a

o Tn (21: |df = pdyread_covi mes.cov, ndex S
df.head()

B + < @ B 4+ v PRin B C » Code

ol

2304 Aice A A A
out[2]:
4583 Bob F B B Name Q1 Q2 Q3
3956 Carol F A C D
9578 David D F C o308 Alcs A A A
* 4583 Bob F B+ B
In [3]: grade2gpa = { 'A': 4.1
df.iloc[:, df.columns 3956 Carol F A C
i 9578 David D F C

In [4]: df['Mean'] = df.ilocl
In [3]: |grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }

In [5]: es = pd.read_csv('Emai df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2g
In [6]: un = df.join(es) In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)
In [7]: res = un[["Email"”, "Mg In [5]: es = pd.read_csv('Emails.csv', index_col=0)
res.head()
Out([7]: In [6]: un = df.join(es)
Email Mean
D In [7]: res = un[["Email”, "Mean"]]

res.head()

2394 alice@uni.eu 4.0

Out[7]:

4583 bob@uni.eu 2.0 Email Mean

3956 carol@uni.eu 2.0 ID

9578 david@uni.eu 1.0

2394 alice@uni.eu 4.0

4583 bob@uni.eu 15
3956 carol@uni.eu 2.0

david@uni.eu
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Data Expectations Analysis

localhost

: Jupytel’ Gradebook Last Checkpoint: a few seconds ago (autosaved) P Logout
File Edit View Insert Cell Kernel Help Trusted \Pylhon:! (o]
B + x @B 4 ¥ PRn B C W Code s @
In [1]: import pandas as pd
In [2]: df = pd.read_csv('Grades.csv', index_col=0)
df.head()
Out[2]:
Name Q1 Q2 Q3
D
2304 Alice A A A
4583 Bob F B B °
3956 Carol F A C °
°
9578 David D F C
°
°
In [3]: grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 } °
df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)
°
In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q"')].mean(axis=1) e
°
In [5]: es = pd.read_csv('Emails.csv', index_col=0) °
°
In [6]: un = df.join(es) o
°
In [7]: res = un[[“Email”, "Mean"]] o
res.head() °
out[7]: °
Email Mean °
D °
- O °
2304 alice@unieu 4.0 5
4583  bob@uni.eu 20 °
3956 carol@uni.eu 20 L]
9578 david@unieu 1.0 B

e —————————————————
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Data

localhost

: Ju pyter House Prices (unsaved changes) Logout

File Edit View Insert Cell Kernel Widgets Help Not Trusted | Python3 O

B+ % @ B 4 ¥ PR B C W | Code i =

fname, Inam
nancy, davo
erin , bora
tony , rapha

In [2]): df_train = pd.read_csv('../input/HousePrices.csv')

Sale Prices

In [5]: sns.distplot(df_train['SalePrice']);

0000008
0000007
0000006

0000005
0000004

0000003
0000002
0000001

0.000000
0 100000:

SalePrice

Missing Data B
In [14]: total = df_train.isnull().sum().sort_values(ascending=False) o I l a I I l e S [ ] C SV
percent = (df_train.isnull().sum()/df_train.isnull().count()).sort_values(ascending=False)
missing_data = pd.concat([total, percent]l, axis=1, keys=['Total', 'Percent'])

In [15]: df_train = df_train.drop((missing_data[missing_data['Total'] > 1]).index,1)
df_train = df_train.drop(df_train.loc[df_train['Electrical'].isnull()].index)
df_train.isnull().sum().max()

Out[15]: @
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Data Expectations Analysis

practical tools
targeting specific programs

mathematical models
of the program behavior
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Abstract Semantics

..............

........
.......

import pandas as pd

df = pd.read csv( )

(0}
ex = df[df.SalePrice ] =
| —— — ﬁ
ex[‘Profit’] = ex[‘SalePrice’] ex|[ ‘BuyPrice’]

dL = pd.read csv( )

dP = dL. (index=8, columns=], values=fl)
dR = pd.read csv( )

dG = dP.loc]|:, 1. (dR[[51)

Caterina Urban
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Pratical Static Analysis

Automatic Inference of Necessary Preconditions

Patrick Cousot!, Radhia Cousot?, Manuel Fiahndrich?, and Francesco Logozzo®

! NYU, ENS, CNRS, INRIA
pcousot@cims.nyu.edu
2 CNRS, ENS, INRIA
rcousot@ens.fr
3 Microsoft Research
{maf,logozzo}@microsoft.com

Abstract. We consider the problem of automatic precondition infer-
ence. We argue that the common notion of sufficient precondition in-
ference (i.e., under which precondition is the program correct?) imposes
too large a burden on callers, and hence it is unfit for automatic program
analysis. Therefore, we define the problem of necessary precondition in-
ference (i.e., under which precondition, if violated, will the program al-
ways be incorrect?). We designed and implemented several new abstract
interpretation-based analyses to infer atomic, disjunctive, universally and
existentially quantified necessary preconditions.

We experimentally validated the analyses on large scale industrial
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Implementation
Wish List

@ localhost
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Missing Data

‘total = df_train.isnull().sum().sort values(ascendlng-False)
percent = (df_train.isnull().sum()/df
‘missing_data = pd.concat([total, per

STATIC AND DYNAMIC ANALYSIS COMBINATIONS

In [15]:

df_train = df_train.drop((missing_da
df_train = df_train.drop(df_train.lo
df_train.isnull().sum().max()

Out[15]: @
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Data Expectations Analysis

practical tools
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(Un)expected + (Un)used Data
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(Un)expected + (Un)used Analysis

software
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property
abstract interpretation

VTSA 2024 Formal Methods for Machine Learning Pipelines

Caterina Urban



Expectations + Usage Analysis

practical tools

targeting specific programs
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import pandas as pd

df: pd.DataFrame = read_csv(pandas, "...")

drop(df, ["id"])

head(df["t"])

Caterina Urban
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import pandas as pd

df: pd.DataFrame = read_csv(pandas, "...")

sub: pd.DataFrame = dff["A", "B", "C"]]

sub["B"]: pd.DataFrame = 1

head(sub)
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